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IIM 01. OKCINIYATAIIUSA ABTOMATU3UPOBAHHbBIX (MH®POPMAIIMOHHBbIX) CUCTEM

1. OBIIAS XAPAKTEPUCTUKA PABOYEM ITIPOT'PAMMBbBI

IMPO®ECCHUOHAJIBHOI'O MOAYJIA

B SAIIMINEHHOM NCITIOJIHEHUUN

1.1. Ob6sacTh NPpUMEHEHHUS TPOTrPAMMBI

Pabouas nporpamma npodeccuoHaabHOro Moayis (nanee nmporpamma — [IM) sBnsieTcs 4acTbi0 OCHOBHOM

oOpazoBarenbHON mporpammel 1o cnernuaibHocTH 10.02.05 Obecnieuenne nHGOPMAITMOHHONW 0€30MMacHOCTH aB-

TOMAaTHU3UPOBAHHBIX CHUCTEM YIITYOJICHHOM MOoAroToBkH, pazpadoranHor B ' BIIOY «I'K r. Cezpanuy.

Pabouas mporpamma cocTaBisieTcs 1Isl 04HOM (HopMbI 0OyUeHHUSI.

1.2. Heap u 3aaa4m MOAYJisl — TPeOOBaHMS K pe3y/IbTaTaM OCBOEHUS MOIYJIS:

ITo pesynpratam ocBoenusi [IM 01. Dkcmryaramusi aBTOMaTH3UPOBAHHBIX (MH(DOPMAIMOHHBIX) CHCTEM B
3aIUIIEHHOM MCIIOJIHEHUH Y 00y4alomuXCsl JOKHBI OBITh cPOPMUPOBaHBI 00pa30BaTEIIbHBIC PE3YIbTAThI

B cootBeTcTBUU ¢ PI"OC CIIO.

B pesynbraTe ocBoeHHs TPO(HECCHOHATEHOTO MOIYJISI CTYCHT JOJDKEH:

Nmetp npak-
THYECKHU
ONBIT

YCTAaHOBKH U HaCTpOﬁKH KOMITIOHEHTOB CHUCTEM 3alllUuThl HHq)OpMaI_IHI/I aBTOMa-
TU3UPOBAHHBIX (MH(GOPMAIIMOHHBIX) CUCTEM;

AAMUHUCTPUPOBAHUA aBTOMATU3UPOBAHHBIX CUCTCM B 3alllUIICHHOM HCIIOJIHC-
HUW,

OKCILTyaTallui KOMIIOHCHTOB CHUCTCM 3alllUThI I/IHq)OpMaLII/II/I ABTOMATHU3UPOBAH-
HBIX CHCTEM;

AJUArHOCTUKU KOMIIOHEHTOB CHUCTEM 3alllUThI I/IHq)OpMaLII/II/I ABTOMATU3HUPOBAH-
HBIX CHCTEM, YCTPaHEHUS! OTKa30B M BOCCTAHOBIICHUSI pabOTOCIIOCOOHOCTH aB-
TOMAaTU3UPOBAHHBIX (I/IHq)OpMaL[I/IOHHBIX) CHUCTEM B 3allIMIIICHHOM UCIIOJIHCHHUU

yMeTh

OCYIIECTBIISATH KOMIUIEKTOBaHHUE, KOH(UTYpUPOBAHUE, HACTPOHKY aBTOMAaTH3H-
POBAHHBIX CHUCTEM B 3alIUIIEHHOM HCIOJHEHUU KOMIIOHEHT CHCTEM 3alllUThI
nH(OPMALIUY ABTOMATU3UPOBAHHBIX CHCTEM;

OpPraHHU30BbIBATh, KOH(PUTYPUPOBATH, TPOU3BOIUTH MOHTAXK, OCYIIECTBIIATh
IUAarHOCTHKY U YCTPAHATh HEUCIIPAaBHOCTH KOMITBIOTEPHBIX ceTeil, paboTaTh ¢
CETEeBBIMU MTPOTOKOJIAMU PA3HBIX YPOBHEH;

OCYILIECTBIATh KOH(PUTYpUPOBAHHE, HACTPOMKY KOMIOHEHT CHUCTEM 3alUThI
nH(OpMaLIUK aBTOMATU3UPOBAHHBIX CHCTEM;

MIPOU3BO/IUTH YCTAHOBKY, aJalTAIlMIO U CONPOBOXKJICHUE THUIIOBOTO MPOrpaMM-
HOro oOecrevyeHusl, BXOSIIEr0 B COCTaB CUCTEM 3allUThl UH(OpMALMKU aBTO-
MaTHU3UPOBAHHOU CHUCTEMBI

HACTPaWBaTh M YCTPAHATh HEHCIPABHOCTU MPOTPaMMHO-aNMNapaTHBIX CPEICTB
3amuUThl H(GHOPMAILIUK B KOMIIBIOTEPHBIX CETSX IO 3aJaHHBIM IIpaBmiiaM; o0ec-
MeYnBaThH paboTOoCIOoCOOHOCTB, 0OHapy>XMBaTh u YCTPaHSTh
HEHCIIPAaBHOCTH




3HATh COCTaB M MPUHIMIIBI paOOTHl aBTOMAaTHU3UPOBAHHBIX CUCTEM, ONEPALMOHHBIX CH-
CTEM U Cpel;

NPUHIMIBL Pa3padOTKH aIrOPUTMOB HMPOTPaMM, OCHOBHBIX ITPUEMOB IIPOTpaM-
MHUPOBaHHS;

MOJ€eNH 0a3 JaHHBIX;

IOPUHIUIBl  TOCTPOCHHS, (PU3MUECKUE OCHOBBI PAa0OTHI MepUQepUitHbIX
YCTPOMCTB;

TEOPETUYECKHE OCHOBBI KOMITBIOTEPHBIX CETEH M MX armapaTHBIX KOMIIOHEHT,
CETEBBIX MOJIETICH, IPOTOKOJIOB U MPHHIUIIOB aAPECaIlHH;

MOPSOK YCTAaHOBKHU M BBOJIA B HKCIUTyaTallMIO CPEACTB 3AIIUTHI HH(OPMAIUU B
KOMITBIOTEPHBIX CETSX;

MPUHIUIBI OCHOBHBIX METOJIOB OPTaHU3AIMH U MPOBEACHUS TEXHUUYECKOTO 00-
CITy)KMBAHUS BBIYUCIUTEIBHOW TEXHUKH M APYIMX TEXHHUECKHX CPEICTB HH-
dbopmaruzanuu.

BapuarusHas 4yacts:

[To pesymnbpratam ocBoeHust [IM.01 Dxcrmyaranusi aBTOMaTH3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CUCTEM B
3alIUIIEHHOM HCIOJIHEHUHU Y 00y4aromuXcsl JODKHBI ObITh CPOPMHUPOBAHBI BapUaTHBHBIE 00pa3oBaTelIbHBIE pe-
3yJIbTaThl, OPUEHTHPOBAHHBIEC HA BHITIOJIHEHUE MPO(HECCHOHAIBHOTO CTaHIapTa.

C nenpro peanuzanuu TpedoBanuii mpodeccuonanpHoro cranaapra 06.030 «CrnenuaiucT mo 3amuTe UH-
¢dbopmanuy B TEIEKOMMYHHUKAIIMOHHBIX CUCTEMAaX M CETAX», 5 ypOBEHb KBATM(DHUKALMU U KBATIU(PUKAHMOHHBIX
3aIpoCOB MPEANPUATHI/ PETHOHANIBHOTO PHIHKA TPY/a, 00yJaIOIMNACs TOJKEH

HMeTh NPAKTHYECKHI ONBIT:

— TEKyILHUH, B TOM YMCJIe aBTOMATU3UPOBAHHBINA KOHTPOIb (pyHKIIMOHUpoBaHus CCCD ¢ ycTaHOBICHHBIMH TO-
Ka3aTelsiMu;

— TEeKyIIUH, B TOM YHCJ€ aBTOMATH3UPOBAHHBIM KOHTPOJIb (PYHKIIMOHUPOBAHMS C YCTAHOBJIEHHBIMHU IOKa3aTe-
JSIMHM TIPOTPaMMHBIX, IPOTPaMMHO-ANMapaTHHIX (B TOM YHCIIE KPUNTOTpapUUECKUX) U TEXHUYECKUX CPEICTB
u cuctem 3anutel CCCO ot HC/I;

yMeTh:

— TIPOBOJUTH TEKYIIUH KOHTPOJb Mokazarened u mporecca GpynkimonupoBanuss CCCH, a Takxke MporpaMm-
HBIX, IPOrPaMMHO-ANINAaPATHBIX (B TOM YKCIIE KPUNTOrpapUuecKuX) U TEXHUUYECKUX CPEICTB U CHCTEM 3alllM-
1 CCCO ot HC/I, npeaycMOTpeHHBII pErIaMeHTOM UX IKCILTyaTaluu;

3HATh:

— Tunbl, OCHOBHBIE XapaKTEPUCTUKU CPEJICTB U3MEPEHUN M KOHTPOJIS Mpollecca U mapaMmeTpoB (PyHKIMOHUPO-
Banusa CCCD, a Taxxke cpenctB u cucteMm 3amutel CCCO ot HC/J;
— TI0CJIEN0BATENBbHOCTh NEUCTBUM B Lenax u3MeHeHus: HacTpoek CCCD, a Takke CpeICTB U CUCTEM 3alUThI

CCCD ot HC/] 6e3 npepbiBanus mnporiecca ux pyHKIIMOHUPOBAHHMS.



1.3.Koiu4ecTBO 4acoB Ha 0CBOEHHE MPOTrPaMMbI NPO(eCCHOHAIBLHOTO MO

Bun yueOHO# 1esiTeJIbHOCTH

O0BEéM yacoB

paboma Hao KypcosvbiM NPOEeKmoM,
oopmnenue omuemos Kk npaKkmuyeckum pabomam

O06beM 00pa3oBaTeIbHOM MPOrpaMmel (Bcero) 852

Harpy3ka Bo B3anMoeiicTBHU ¢ npenogaBaTejieM 838

B tom uncre:
Teopernueckoe oOyueHHE 123
JlaGopaTopHble pabOThI ¥ IPAKTUYECKUE 3aHATHS 391
Koncynpranuu:
Mo MJIK 01.01 6
[To MJIK 01.02 6
[To MJIK 01.03 6
ITo MJIK 01.04 6
Mo MZIK 01.05 6
[IpomexxyTrouHas arrectauus
Mo MJIK 01.01 6
ITo MJIK 01.02 6
ITo MJIK 01.03 6
ITo MJIK 01.04 6
[To MJIK 01.05 6
Kypcosas pabota (mipoekr) He npegycmotrpeno
VYueOHast mpakTHKa 72
[Tpon3BoaCTBEHHAS MMPAKTHKA 180
[MpomexxyTouHas arrectanus B popme IK3aMeHa
KoHcynbTamus k sk3aMeny ( KBaTu(UKAIMOHHOMY) 6
Dk3aMeH (KBaTH(PUKAIMOHHBIN ) 6

CamocTosiTeJibHasi padoTa cTyleHTa (BCero) B TOM YucJIe: 14




2. PE3YJIBTATBI OCBOEHUA ITPO®ECCHOHAJIBHOI'O MOAYJIA
B pesynbTare uzyueHus npoeccCuoHaIbHOr0 MOYIsS 00yJaromuecs J0MKHbI OCBOUTh OCHOBHOW BUJI Jie-
ATEILHOCTU AIKCIUTyaTalllsl aBTOMaTU3UPOBAHHBIX (MH(GOPMAIIMOHHBIX) CHUCTEM B 3allMIIEHHOM HCIIOJIHEHUHU U
OBJIAJIETh COOTBETCTBYIOIUMHU eMy mnpodeccuoHanbHbiMu KommneTeHusaMu (I1K), ykazanapivu B ®I'OC CIIO
10.02.05 Obecrneuenne nHPOPMALIMOHHON 0€30MaCHOCTH aBTOMATH3UPOBAHHBIX CHUCTEM, MEpedYeHb MpodeccHo-

HaJIbHBIX KOMIIETEHIINN:

Kon HaumeHoBaHue BUIOB AeSITEJIbHOCTH M MPO(PeCCHOHATILHBIX KOMIIETEeH Uil

B 1 JKCIIyaTanusi  aBTOMATH3MPOBAHHBIX  (MHGOPMAIMOHHBIX) CHCTEM B
3aIIMIIIEHHOM MCIIOJIHEHUH

[IK1.1. | IIpou3BoauTh YCTAaHOBKY M HACTPOMKY KOMIIOHEHTOB aBTOMAaTHU3MPOBAaHHBIX
(uH(MOpPMAIIMOHHBIX) CHUCTEM B 3alMIICHHOM HCIOJIHEHHH B COOTBETCTBHM C
TpeOOBaHUSAMH SKCIUTYaTallMOHHOM JOKYMEHTAIUH.

[IK 1.2. | ADMuHUCTpUPOBAaTh MPOTPaMMHBIE W  IPOrPAMMHO-AIAPATHBIE  KOMITOHEHTHI
aBTOMATH3UPOBAHHOM (MH(POPMALIMOHHOI) CUCTEMBI B 3aLIUILIECHHOM UCIIOJHEHUU.

K 1.3. | O6ecnieunBath OecriepeOONHYI0 pabOTy aBTOMATH3MPOBAHHBIX (MH(DOPMAIIMOHHBIX )
CHCTEM B 3allMIICHHOM HWCIIOJHEHHH B  COOTBETCTBUHU C  TPeOOBAHUSMHU
AKCIUTYaTallMOHHOW JJOKYMEHTAIUH.

IIK 1.4. | OcymiecTBiATh NPOBEPKY TEXHUUYECKOTO COCTOSHHS, TEXHUYECKOE 00CITy)KMUBaHUE UTE-
KyIIMH  pPEMOHT, YCTPaHATh OTKa3bl M BOCCTaHABIMBATh PabOTOCIOCOOHOCTH

ABTOMATHU3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CUCTEM B 3aIUIICHHOM UCIIOTHEHUH.

PesynpTaToM ocBoeHUs MPOECCHOHATBHOIO MOAYJIS ABISETCS OBJIaIEHUE TPYIOoBOM (pyHKIMEH npodec-
CHOHAJILHOTO CTaHAApTa!
- YCTaHOBKA NPOTrPaMMHBIX, IPOrPaMMHO-aNNapaTHBIX (B TOM YHUCIIE KpUNTOrpadUuecKux) U TeXHUUe-

ckux cpenctB u cucrem 3amutsl CCCHO ot HC/I.

B nportecce ocBoenust [IM oOyuaroruecs: JOMKHbI OBJIaaeTs ooummu komrereHimsmu (OK):

Kon HaumeHoBaHMe BUIOB AeSITEJIbHOCTH M NMPO(PECCHOHATBLHBIX KOMIIETEeH Uil

OK 1. | Beibupars crioco0Osl pemeHus 3aaad npohecCuoHaIbHON MeATeTbHOCTH, TPUMEHUTEIBHO
K Pa3JIMYHBIM KOHTCKCTAaM.

OK 2. | OcymiecTBasiTh MOUCK, aHAJIU3 U UHTEPIIPETALNIO HH(OPMAIIMK, HEOOXO MO IS
BBITTOJTHEHUS 3371a4 POQECCHOHATIBHOM eI TEIIEHOCTH.

OK 3. | [InmanupoBaTh U peaan30BbIBaTh COOCTBEHHOE MPOPECCHOHATHLHOE U TMYHOCTHOE
pasBHTHE.

OK 4. PaboTaTh B KOIeKTHBE U KOMaH/e, 2P HEeKTHBHO B3aUMOJICHCTBOBAThH C KOJUIETAMU,
PYKOBOJICTBOM, KJIMCHTAMH.

OK 5. | OcymecTBasTh YCTHYIO M MIUCBMEHHYI0 KOMMYHUKAIIMIO Ha TOCYJapCTBEHHOM SI3BIKE C
y4eTOM 0COOEHHOCTEH COLMANBHOTO U KYJbTYPHOI'O KOHTEKCTA.

OK 6. | [IposBasiTh TpaKIaHCKO-TTATPUOTUUYECKYIO MTO3UITHIO, JEMOHCTPUPOBATH OCOZHAHHOE
MOBCACHUEC HA OCHOBC TPpAaJUIITMOHHBIX O6H_I€‘-I€.HOB€‘-I€CKI/IX HGHHOCTeﬁ.

8




OK 7. | ConelicTBOBaTh COXpPAaHEHHIO OKPYXKAIOIIEH Cpeibl, pecypcocoepekeHuto, 3 HEKTHBHO
JIEHCTBOBATh B YPE3BbIYANHBIX CUTYyALUAX.

OK 8. | Ucrnonb3oBath cpeacTBa GU3MYECKON KyIbTYPHI ISl COXPAHEHUS H YKPEIUICHUS 37I0POBbS
B IIpolecce NpoQeccuoHaNbHON ASSITEIFHOCTH U MOAIepKaHne HE00XOJMMOr0 YPOBHS
¢bu3nyecKoil MoAroTOBIEHHOCTH.

OK 9. | Ucnonws3zoBath HHPOPMAITMOHHBIE TEXHOJIOTHH B MPO(ECCUOHATBLHOM IS TEIbHOCTH.

OK 10. | [Tonw3oBatbcs mpodhecCHOHATBHOM TOKYMEHTAIIMEH Ha TOCYIapCTBEHHOM U HHOCTPAHHOM

SA3bIKaX.




3. CTPYKTYPA U COAEP KAHUE ITPOPECCUOHAJIBHOT'O MOJAYJIsA
3.1 TemaTn4yeckuii mjiaH npogeccuoHAILHOT0 MOTYJIA

3aHsATHSA BO B3aUMO/IeCTBUHM C MpenojaaBa-

Konet TeJieM, yac. e
npodec- Cym- O0yuenune no MJ/IK, B uac. IMpakTuku = Camo-
cuoHab- | HaummeHnoBaHusi pa3ie- MapHbIii . = | Yuenasn Mpoussoa- | S
HBIX, 00- | JI0B npodeccHoHalIbHO- o0Bem Teope- Kypco- | & - CTREHHAS S g | Toi-
IIMX KOM- ro MOyJisl Harpys- THYe- Jladopa- BRIX 2= EFE (ecom mpeny- | 5 2 | TOTP
neTeHnuii KM, Jac. CcKOe TOPHBIX H aGoT 25228 cMotpena | S 2| Had
npakrude- | P = |a £ paccpenoro- | 5 © | pabora
o0yde- | ckux3aHsa- | (mpo- § = o= SeRHAN 2
HUe THH €KTOB) npakTuka) | =
1 2 3 4 5 6 7 9
IIK 1.1-1.2 | Pazgen 1. YcraHoBKa n 192 50 114 12 12 4
HaCTpOMKa aBTOMATH-
3UPOBAaHHBIX (MH(OP-
MallMOHHBIX) CUCTEM B
3aIIUIIICHHOM
UCIIOJTHCHU U
IIK 1.3-1.4 | Pasgen 2. AnMuHU- 468 73 277 18 18 72 1
CTPHPOBaHKHE aBTOMA- 0
TU3UPOBAHHBIX (MH-
(GhOpMaIMOHHBIX) CH-
CTEM B 3aIUIIECHHOM
UCIIOJTHCHUU
[IpousBoacTBEHHAS TIPAKTHU- 180 180
Ka
Dk3aMeH (KBaTH(UKaIH- 12 12
OHHBIN) TToTTpodeccuo-
HAJTbHOMY
MOZIYITIO
Bceero: 852 123 391 | | 30 30 72 180 12 14
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3.2 ConepxaHue 00y4yeHusi Mo NpodeccuoHAILHOMY MOAYJII0

Koanl xoM-
neTeHInii,
HaumeHoBaHue pa3ieioB ¢dopmupo-
npogeccHoHaIbHOI0 MO- BaHHUIO KO-
Coaepixanue yueOHOro MaTepuaJa, JaboparopHblie padoThl M NPaKTHYECKHE 3aHATHSA, O0bem
ayas (IIM), me:xxaucum- TOPBIX CIO-
caMoCTosITe/IbHAsE padoTa 00y4arIMXCcs 4acoB
INIMHAPHBIX KyPCOB co0cTBYET
(MAK) u Tem 3JIEMEHT
nporpam-
MbI
Pa3nes 1. YeranoBKa M HACTPOIKa aBTOMATH3MPOBAHHBIX (MH(POPMALMOHHBIX) CHCTEM B 3allIMILEHHOM HCII0JI-
HEHUH
M/K.01.01 OnepauuoHHbIe CHCTEMBI
Tema 1. D1eMeHTHI TeOPHH ONEPANMOHHBIX cHcTeM. CBOMCTBA ONEPALMOHHBIX CHCTEM [K 1.1 -
1.2, OK 01-
10
Tema 1.1. OcHOBBI Conepxanue 2

TeOpHuH ONepanuoH-
HBIXCHCTEM

Onpenenenne onepanmoHHON cucteMmbl. OCHOBHBIE TOHATHSA. VIcTOpUs pa3BUTHS onepa-
IIMOHHBIX CUCTEM. BI/I,Z[bI OINCPalIUOHHBIX CUCTCM. KHaCCI/I(bI/IKaI_II/I}I OIICPAIIMOHHBIX CUCTEM
0 pa3HbIM Mpu3HakaM. OnepanuoHHas CUCTEMaKak HHTepdeiic Mexay IporpaMMHBIM U
anmapatHbIM oOecrieueHreM. CUCTeMHBIE BBI3OBEI. VccnenoBanus B 001acTH ONEepaluoH-
HBIX CHCTEM.

JlaGopaTopHbie pabOoThI

He npenycmorpeno

IIpaxkTrueckue 3aHATUA

He npenycmorpeno

Tema 1.2. MamuHHO-
3aBHCHMbIC H MALLMH-
HO-He3aBHCHMbIE
CBONCTBA ONEpPaLMOH-
HBIX CHCTEM

Coneprxanue

3arpy3uuk OC. Maunuanu3zanus anmnapatHbeix cpeacts. [Iponecc 3arpy3ku OC.

ITepenocumocts OC. MamnnHo-3aBucuMble Mogyau OC. 3agaun OC 1o ynpasiaeHUIo ore-
parusMu BBO/Ia-BBIBOJIA.

MHorocnoitHas MoJieab TOACUCTEMbI BBOIa-BhIBOAA. JpaiiBepsl. [lonnepixka onepauit
BBOJIa-BBIBO/IA.

Pabota ¢ daitmamu. ®aiinoBas cuctema. Buasr daitnoBsix cuctem. dusnyeckas opranusa-
s aitioBoit cuctemsl. Tumbl daiinos. daiiioBie onepauu, KOHTPOJIb T0CTyna K ¢ai-
JIaM.

4
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JlaGopaTopHbie pabOThI

He npenycmorpeno

[IpakTHyeckue 3aHATUS 16
1 | Bupryansasie Mamunbl. Co3nanue, moaudukanys, padora
2 | YcranoBka OC
3 | Co3nmaHue 1 U3y4eHUE CTPYKTYPHI Pa3IEIOB )KECTKOTO JHCKA
4 | Onepauuu c daiinamu
Tema 1.3. Moayabnasi | Conepxanue 2

CTPYKTYpa omepanu-
OHHBIX CHCTEM,IIPO-
CTPAHCTBO MOJIb30Ba-

Dk30s1po. Moens kimeHT-cepBep. Pabota B pexume mnonb3oBarens. PaboTa B KOHCOIb-
HOM pexkume. OO0JI0YKY OTIEPAITUOHHBIX CUCTEM.

JlabopaTopHbie paboThI

He npenycmotpeno

TeJIsl [MpakTHyeckue 3aHATUS 4
5 | PaboTa B KOHCOJIBHOM U TpauuecKOM peKruMax
Tema 1.4. Ynpasaenue | Conepxanue 4

NnaMsATbIO

OcHoBHOE yrnpaBieHue naMmsaTeio. [lonkauka. BupryanbHas mamMsith. AJITOPUTMBI 3aMellle-
HUS cTpaHull. Bonmpocs! pa3paboTKH CUCTEM CO CTpaHMYHOW opraHuzaluei namsatu. Borpo-
cbl peasin3annu. CerMeHTanus MaMsTH

JlaGopaTopHbie pabOThI

He npenycmorpeno

[IpakTrueckue 3aHATHS 4
6 | MOHHUTOPHHT 32 UCTIOJIH30BAHUEM MTAMSITH
Tema 1.5. Ynpasae- Conepxanue 4

HUEMpoueccamMu,
MHOIOIpPoOueCCOpHbIC
CHCTEMBI

[Tonsitue mporecca. [lonarue notoka. [loHaTre npruopureTa U ouepear NPoIECCOB, OCO-
OEHHOCTU MHOTOIPOIIECCOPHBIX CUCTEM. MEXKIPOLIECCOPHOE B3aMMOICHCTBHIE

[TonsTre B3auMoOI0KUPOBKH. Pecypchl, oOHapykeHHe B3auMOOI0KUPOBOK. M30eranue
B3anMOOIOKHPOBOK. [IpenoTBpaiieHue B3anMOOIOKUPOBOK

JlabopaTopHbie paboThI

He npenycmotpeno

[TpakTrueckue 3aHATHS 8
7 | YupaneHue npoueccamu
8 | HaGmonenue 3a MCMOIB30BaHUEM PECYPCOB CUCTEMBI
Tema 1.6. Bupryanu- Conepxanue 2
3anus U 00JIaYHbIe TpeboBanust, npuMeHsieMble K BUpTyanu3anuu. I unepsuzopsl. TexHomaoruu 3pPpexkTHBHOM
TeXHOJIOTUH BUPTYyaJU3aIIH.

Bupryanmusanusa namsati. Bupryanusanus BBona-BeiBoga. BupryanbsHblie ycrpoiictBa. Bo-
IIPOCHI JIMLICH3UPOBAHUS
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O6uraunblie TexHOIOTHH. VIccmenoBanus B 00J1aCTH BUPTYyaIH3allii U 00J1aKOB

JlabopaTopHnbie paboThI

He npenycmotpeno

[IpakTrueckue 3aHATHS 4
9 | Usyyenue npumepoB BupTyansHbIX MamuH (VMware, VBOX)
Tema 2. Be3onacHOCTh ONEPALMOHHBIX CHCTEM MK 1.1 -
1.2, OK 01-
10
Tema 2.1. ITpuHIM- Copepxanue 2
NBINOCTPOEHUS 3a- [Monstue 6e3onacHoctu OC. Knaccuduxarus yrpoz OC. Uctounuku yrpo3 uadop-
UTHI HHGOPpMAUHT MallMOHHOM 06€30macHOCTH HOOBEKTHI Bo3eicTBuUsA. [lopsnok obecnieuenus 6e3omac-
B ONEPAIHOHHBIX HOCTH MH(OPMALIUY TIPU IKCILTyaTAI[UU ONEePAIIMOHHBIX
cHcTEeMax cucreM. Ltatabie cpeactBa OC mis 3aUThl HHPOPMALIUH.
AyTeHTH(UKAIMS, aBTOPU3AIIHS, ayTUT.
JlaGopaTopHbie pabOoThI He npenycmotpeno
[IpakTuueckue 3aHATHS 12
10 | YmopaBieHne yueTHBIMH 3alHCSIMHU TOJI30BAaTEICH U JIOCTYIIOM K pecypcam
11 | Ayaut coOBITHII CHCTEMBI
12 | M3yueHue mTaTHBIX CPEACTB 3aMIUTHI HH(OPMAIIUU B OMEPAIIMOHHBIX CHCTEMaX
Tema 3. Oco6eHHOCTH Pa0OTHI B COBPEMEHHBIX ONEPANMOHHBIX CHCTEMAX MK 1.1 -
1.2, OK 01-
10
Tema 3.1. Onepann- Conepxanue 2

OHHBbIE€ CUCTEMbI
UNIX, Linux,MacOS
u Android

0630p cucremsr Linux. IIpomecce B cucteme Linux. Ympasnenue namsteio B Linux. Beoa-
BBIBOJ] B CHCTEME
Linux. daiinosas cucrema UNIX.

Omneparmonnsie cucteMbl cemeiictea Mac OS: ocobeHHOCTH,
MPEUMYIIIECTBA U HEJTOCTATKH.

Apxwurektypa Android. [Tpunoxenuns Android

JlaGopaTopHbie paboThI

He npenycmorpeno

[TpakTrueckue 3aHATHS 8
13 | Co3zmanue muctpuObroTHBaLinux. YcraHoBka.
14 | Pa6ora B OC Linux.

Tema 3.2. Onepann- Conepxanue 2

OHHasl CUCTEMA

Crpykrypa cuctemsl. [Tporeccsr u motoku B Windows. Yrpasienue nmamsathio. BBOI-BBIBOT
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Windows

B Windows.

JlaGopaTopHbie paboThI

He npenycmorpeno

IIpakTrueckue 3aHATUS 4
15 | VcranoBka u nepeuunas nacrpoiika Windows.
Tema 3.3. CepBepunie | Conepxanue 2

onmepanmuoOHHbIC CUCTE-
MBI

OcnoBHoe Ha3zHaueHue cepBepHbIx OC. Ocobennoctu cepsepHbix OC. Pacnipenenennsie
(haliJIOBBIC CHCTEMBI.

JlabopaTopHbie paboThI

He npenycmotpeno

IIpakTrueckue 3aHATUA

4

16 | Pabora c cereBoii (haitioBOI CUCTEMOM.

17 | Pabota ¢ cepBepnoit OC, nanmpumep, AltLinux.

CamocrosiTesbHast padora npu usyyenun MJIK.01.01

He npenycmorpeno

KouncyabTauuu 6
IIpomexyrounas arrecranus no M/IK 01.01 B ¢popme 3x3ameHa 6
MJK.01.02 ba3bl JaHHBIX
Tema 4. OcHOBBI TEOpUU 023 TaHHBIX K 1.1 -
1.2, OK 01-
10
Tema 4.1. OcHoB- Coneprxanue 2

HLICIIOHATHS TEO0-
puu 6a3IaHHBIX.
Moaeau JaHHBIX

ITonsaTue 6a3bl JaHHBIX. KOMIIOHEHTHI cricTeMBbl 0a3 JaHHBIX: JaHHBIE, allllapaTHOE
obecrieyeHue, nporpaMmHoeo0ecneyeHne, noabp3oparesn. OTHOMOB30BATEIbCKUE U
MHOT'OIT0JIb30BaTEIbCKUE CUCTEMBI 0a3 TaHHBIX.

WuTerpupoBanHbie u odume ganneie. OOBEKTH, CBOICTBA, OTHOLIEHU. LleHTpann3oBaH-
HOE yIIpaBJIeHHE JaHHBIMU,0CHOBHBIE TPEOOBaHMSL.

Mopenu nanubix. Mepapxuueckue, ceTeBble U PENSIIIMOHHBIE MOJEIIA OpraHru3aluu
naHHbIX. [TocTpensmrMoHHbBIEMOACIIN TAHHBIX.

TepmunonOTHs pesMOHHBIX Mojenel. Kiaccudukanus cynHoCTen.

JlabopaTopHbie paboThI

He npenycmotpeno

[IpakTrueckue 3aHATHS

He npenycmotpeno

Tema 4.2. OcHOBBI
peJsIUOHHOM aJred-

pbl

Conepxanue

2

OCHOBBI pesAIMOHHON anreOpbl. TpaaguImoHHBIE ONIEpaK Hal OTHOIMIEHUIMH. CrieIruaib-
HBIE OTlepaIiiy HaJl OTHOIICHHUSIMHU.

JlaGopaTopHbie paboThI

He npenycmorpeno
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[IpakTrueckue 3aHATHS

1 \ Onepanuu HaJl OTHOIICHUSIMU

Tema 4.3. bazoBbie
MOHATHS U KJIACCH-
(pukanus cucrem
ynpasJieHusi 0a3a-

Conepxanue

bazossie monstuss CYB/I. OcHoBuble ¢hyHKImH, peanusyembie B CYBJl. OcHOBHBIE KOMITO-
Hentsl CYB/] u uxszaumoneiicreue. Murepdeiic CYB/L. SzbikoBrie cpenctBa CYB/I.
Knaccudukanms CYB]I. CpaBautenbnas xapakrepuctuka CYBJI. 3nakomctBo ¢ CYB]]

MHJAHHBIX JlabopaTopHbie paboThI He mpeaycmotrpeno
[TpakTudeckue 3aHATUS He npenycMoTpeHo
Tema 4.4. Conepxanue 2

IHeaocTHOCTDL JAHHBIX
KaK KJII0YeBoe MOHs-
THEe0Aa3 JaHHbIX

[ToHsITHE 1IETTOCTHOCTH U HEMPOTHUBOPEUUBOCTHU JAaHHBIX. [IpuMepsl HapyIIeHHs LIeT0CT-
HOCTH UHENIPOTUBOPEUUBOCTH JAaHHBIX. [[paBuia u orpaHuyeHus.

JlaGopaTopHbie pabOThI

He npenycmorpeno

[IpakTrueckue 3aHATHS

He npenycmotpeno

Tema 5. IlpoekTupoBanun

e 0a3 JaHHLIX

Tema 5.1. Undopma-
HMOHHBIE MOJIeJIN

Coneprxanue

2

Tunbr nHGOPMATMOHHBIX MoJienel. Jlormueckue Moenu faHHbIX. u3ndeckue MoAeIn

peasiiuOHHbIX0a3 JaHHBIX.
AAHHBIX JlabopaTopHbie paboThI He mpenycmotpeno
[IpakTrueckue 3aHATHS 2
2 ‘ [IpoexTupoBanre HHPOIOTUIECKON MOAETH TAaHHBIX
Conepxanue 2

Tema 5.2. Hopmaum-

3auus Ta0JUIpeIsi-

IMOHHOI 0a3bI JaH-
HBIX.

IIpoexTupoBaHue cBs-
3eiiMexay TadJIuIaMu.

Heo6xoauMocTs HOpManmu3anuu. AHOMAaJIUU BCTaBKH, yaaieHus: 1 ooHoBneHus. [Ipusese-
HUE TaOJUIIBI K IEPBOM, BTOPOI U TpeTheil HopMalbHBIM opmaMm. JlanbpHelas HopMau-
3anus Tabnuil. YeTBepras u nsitas HopMalbHbleGopMbl. [IpuMeHeHne mporecca HopMau-
3aIlUH.

JlabopaTopHnbie paboThI

He npenycmotpeno

Tema 5.3. Cpen-
CTBAaaBTOMATH3a-
MU MPOEKTHPO-

BaHUSA

IIpaxkTrueckue 3aHATUA 4
3 \ [IpoexTupoBaHue CTPYKTYpHI Oa3bl TaHHBIX
Conepxanue 1

CASE-cpenctBa, CASE-cucrema u CASE-texnonorus. Knaccudukamus CASE-cpencts.
I'paduaeckoe npencraBnenue mozaenen npoektupoBanus. UML. Jluarpamma cymHOCTb-
CBA3b, JUarpamMma NOTOKOB JaHHBIX,JUarpaMmMa nmpeucaACcHTOB HUCIIOJIb30BaHU .

JlabopaTopHbie paboThI

He npenycmotpeno
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IIpaxkTrueckue 3aHATUA

4 | TlpoextupoBaHue O6a3bl TaHHBIX C Ucnonb3oBanueM CASE-cpencTs

Tema 6. Opranusanusi 6a3 JaHHBIX

[MK 1.1 -
1.2, OK 01-
10

Tema 6.1. Co3aa-

HHe0a3bI JAHHBIX.

Manuny/uposa-
HUeJAHHBIMU.

Conepxanue

Coznanne 6a3bl qaHHBIX. PaboTa ¢ Tabnuiamu: co3aanue TaOJIuIlbl, I3MEHEHHE CTPYKTYPHI,
HAITIOJIHCHUC T216J'II/II_IBI JTAHHBIMU. praB.HeHI/Ie 3aIlIUCAMU ,Z[O6aBJ'I€HI/I€, pGI[aKTI/IpOBaHI/Ie,
yaajieHre u Hapuranus. PaboTa ¢ 6a30¥ JaHHBIX: BOCCTaHOBJIEHUE U CkaThe. OTKPBITHE U
MoubuKays TaHHbIX. KoMaHap! XpaHeHus1, 100aBlIeHUs, peIaKTUPOBAHUS, YIAJICHUS U
BOCCTaHOBJICHUS JaHHBIX. HaBuranus mo Habopy JaHHBIX.

JlaGopaTopHbie pabOThI

He npenycmorpeno

[TpakTUyeckue 3aHATUS 8
5 | Coznanue 6a3bl nanubix cpeactBamu CYBJ. Pabora ¢ Tabiaumamu: qo6aBiieHne, penak-
THPOBAaHHE, yIAICHUES, HABUTAIINS 10 3aITHCSIM.
Tema 6.2. Uunekcnl. | Conepkanue 1

Cesa3u Mexay Tadm-
IAMH.
O0benuuenne Tad0JINIL

[TocnenoBarenbHBIN TOUCK NaHHBIX. COPTUPOBKA U (UIBTpAIUs JaHHBIX. IHIeKcupoBaHue
Tabyuil. Pa3nudHbIe TUITBI MHIEKCHBIX (aitnoB. Paboune obnactu u niceBIoHUMEL. CBSI3b
Tabimun. O0beMHEHNE Ta0INIL.

JlaGopaTopHbie pabOThI

He npenycmorpeno

IIpakTrueckue 3aHATUA 4
6 | Co3manue B3auMOCBS3EN
7 | CopTupoBKa, MOUCK U (DUIBTPAIUS JaHHBIX
8 | Crtoco0OnI 00BeIMHEHNS TAOJIHIT
Tema 7. Ynpasienue 6a30ii 1aHHbIX ¢ moMombio SQL TIK 1.1 -
1.2, OK 01-
10
Tema 7.1. CTpyKTy- Coneprxanue 1

PHPOBAHHBINA3BIK
3anpocoB SQL

OO6m1ast XxapaKTeprUCTHKA SA3bIKa CTPYKTYPUPOBAHHBIX 3ampocoB SQL. CTpyKTYyphI U THIIBI
nanHbIX. CtanaapTsl s3pika SQL. KomaHas! onpeneneHus JaHHBIX ¥ MAaHUITYJTMPOBAHUS
JaHHBIMMU.

JlabopaTopHbie paboThI

He npenycmotpeno

[IpakTrueckue 3aHATHS

6
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9 | Co3nanue 6a3bl TaHHBIX ¢ MoMoIIbio koMana SQL. PenaktupoBanue, BcTaBKa U
yAaJICHHE TaHHBIX cpefcTBaMusi3bika SQL

Tema 7.2. Onepatopsbl
H(PYHKIUH A3bIKA
SQL

Conepxanue

Crpykrypa komanzas! Select. Yenosue Where. Onepatopsl v GyHKIMH TIPOBEPKH YCIOBHIA.
Jlornueckue oneparopsl. ' pynmnosie pyHkimy. @yHKIUN 1aThl 1 BpeMeHU. CUMBOJIbHBIC

byHKIHN.

JlaGopaTopHbie pabOThI

He npenycmorpeno

IIpakTrueckue 3aHATUA

2

10| Coznanue 1 uCnoib30BaHuE 3anpocoB. [ pynnupoBka U arperupoBaHre JaHHBIX

11| KoppenupoBaHHbI€ BIOXKEHHBIE 3a11pOchl. CO3/1aHUE B 3apOCcax BBIUUCISEMBIX MOJIEH.
Hcnosib30BaHmne yciIoBHil

Tema 8. Opranuzanusi pacnpeaeJéHHbIX 0a3 TaHHBIX

MK 1.1 -
1.2, OK 01-
10

Tema 8.1. Apxurek-
TypbI pacnpejae-
JIEHHBIX 0a3JaHHLIX

Conepxanue

ApPXUTEKTYpBI KJIHEHT/cepBep. JJOCTOMHCTBA M HEAOCTATKU MOJIENICH apXUTEKTYPhI KITH-
eHT/cepBep U uX BiusHHe HapyHKInoHupoBaHue cereBbix CYB/I. [IpoexktupoBanue 6a3bl
JTAHHBIX MO KOHKPETHYIO apXUTEKTYPY: KIMEHT- CepBep, pacnpeaeeHHbIe 0a3bl JaHHBIX,
napajuiesbHas 00padoTKa JaHHBIX.

OTnyyus ¥ MpeuMyIlecTBa yajJeHHbIX 0a3 JaHHBIX OT JIOKaJIbHBIX 0a3 qaHHbIX. [Ipenmy-
LIECTBA, HEAOCTATKN U MECTO NIPUMEHEHUS IBYX3BEHHON U TPEX3BEHHOM apXUTEKTYPHI.

JlabopaTopHbie paboThI

He npenycmotpeno

[IpakTrueckue 3aHATHS 2
12| YrpaiieHue T0CTYIOM K 00beKTaM 0a3bl TaHHBIX
Tema 8.2. CepBepnas Conepxanue 1
4acTh pacrnpeesieH- [TnanupoBanue u pa3zséproiBanue CYB/] 1 paboThl ¢ KITUEHTCKUMU MPUITOKEHUSIMHI
HOM0a3bl JAHHBIX Jlaboparopublie paboThI He npenycmorpeno
[IpakTrueckue 3aHATHSA 2
13 ‘ VYcranoBka CYBJI. Hactpoiika komnonentoB CYB/I.
Tema 8.3. Kiinenrt- Conepxanue 1

cKasi 4acTh pacrpe-
eJeHHO0H0a3bI JaH-

[TnanupoBanue npuinoxeHnid. Opranuszaiys nHTepdeiica ¢ moap3oBaTeneM. 3HaKOMCTBO C
MacTepaMy U KOHCTPYKTOpPaMHU IpY MPOEKTUPOBaHUH (popm 1 oTueToB. Tumsl meHto. Pabo-
Ta C MEHIO: CO3J1aHNe, Moau(HKaIus.
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HBbIX

Hcnonb3oBaHne 00bEKTHO-OPUEHTUPOBAHHBIX S3bIKOB MPOTPAMMHUPOBAHUS JIJIS1 CO3/IaHUS
KJIMEHTCKOM yacTH 0a3bl TaHHBIX. TEeXHOJIOTHH IOCTYTIA.

Onrumu3zanus npousBoanuTesbHocTH padoTsl CYB/I.

JlaGopaTopHbie pabOThI

He npenycmorpeno

IIpakTrueckue 3aHATUA 4
14 | Coznanue GpopM U OTUETOB
15 | Co3pnanue meHto. ['eHepanus, 3amyck.
16 | [IpodunupoBanue 3aPOCOB KIUESHTCKUX MTPUITOKEHUN
Tema 9. AAMUHUCTPUPOBaHUE U 0€30ACHOCTH [MK 1.1 -
1.2, OK 01-
10
Tema 9.1. ObGecne- Conepxanue 1
YeHHe LeJTOCTHOCTH, VYrpossl nenoctaoctd CYBJl. OcHOBHBIE BUIBI M IPUYHUHBI BO3BHUKHOBEHUS YTPO3 LIEJIOCT-
J0CTOBEPHOCTH U HocTtu. CriocoObmpotuBoericTBus. [IpaBuiia, orpannyenus. [ToHsiTHE XpaHUMOH TIpOIIETY-
HEeNpOTHBOPEYNBO- pbl. JlocTOMHCTBA ¥ HEIOCTATKKU MCIOIB30BaHMS XpaHUMBIX npoueayp. [lonstuerpurrepa.
CTHIAHHBIX. SI3BIK XpaHUMBIX TIpoLeAyp U TpUrrepoB. KackagHbeie BO3A€MCTBHS. Y IpaBICHHUE TPAH3AK-
LUUSIMU M KAITUPOBAHUE TTAMSITH.
[IpakTrueckue 3aHATHS 1

JlaGopaTopHbie pabOThI He npenycmoTpeno
17 \ Pa3paboTka XpaHHUMBIX IPOILETYp U TPUTTEPOB
Tema 9.2. Ilepexsar Conepxanue 1

HCKJIIOYUTEIbHBIX [ToHsiTHE NCKITFOUUTENIBHON CUTYallMU. MSTKUI U )KECTKUI BBIXOJI U3 UCKIIFOUUTEIbHON
cUTyaumii u oopa- CUTyaluu. MecTo BO3HUKHOBEHUS HCKIIIOUUTENIBHON cuTyanuu. Onpeaenennue Xxapakre-
0oTka pa omurOKH, BEI3BABIICH UCKIIOUYNTEIBLHYIO CUTYAIIHIO.
oIMOOK JlaGopaTopHbie pabOoThI He mpenycmorpeno
[IpakTrueckue 3aHATHS He npenycmotpeno
Tema 9.3. Mexanusmbl | Conepxanue 1

3a1MTHI HHpoOpMaMU
BCHCTEMAax ynpasJie-
HHUA 023aMHU JAHHLIX

CpencrBa uneHtudukanuu u ayreHtupukanuu. O6mue ceenenus. Opranuzanus B3au-
moneiictBua CYBJL u 6a3oBoit OC. Cpencrsa ynpasineHust 0cTynoM. OCHOBHbBIE TOHS-
TUSA: CYyOBEKTHl U OOBEKTHI, TPYIIIBI [10JIb30BaTENEH, IPUBUIIETHH, POJIM U TPEACTaBIIe-
HUsS. SI3bIKOBBIE CPEICTBA pasrpaHUyYEHHs JocTyna. Buibpl MpuBMIIETHI: NPUBUIIETUU
0e3onmacHOCTH M JocTyna. KoHmenmus u peanusanus MmexanuzMa pojieii. CooTHoleHne
npaB nocryna, onpenenseMbix OC u CYB/L.

CpenctBa 3auuThl nHGOpManuy B 6a3ax JaHHBIX
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JlaGopaTopHbie paboThI

He npenycmorpeno

IIpakTrueckue 3aHATUA

3

18 | YmpaBnenue npaBamMu AocTyna K 6a3aM JaHHBIX

Tema 9.4. Konuposanue | Conepxanue

H IEePEHOC TaHHbIX. Co3naHue pe3epBHBIX KOMUH Bcel 0a3bl MaHHBIX, )KypHaIa TPaH3aKIHii, a TAK)Ke OJTHOTO
BoccranoBiieHHeaH- | WKW HECKOJIBKUX (haitmoBwim (aiyoBeix rpymi. [lapannenusm onepanuii MoauduKamumn
HBIX JAHHBIX M KONHpOBaHUs. THIIBI PE3EpBHOIO KONMUPOBAHUSA. YIIPaBICHUE PE3ECPBHBIMU
KONUSIMU. ABTOMaTH3aLKs ITPOLIECCOB KOMUPOBaHMs. BoccTaHoBiIeHHE
JAHHBIX

JlaGopaTopHbie paboThI

He npenycmorpeno

IIpakTrueckue 3aHATUA

4

19 | Aynut nansbix ¢ nomoibto cpeacts CYB/] u tpurrepos

20 | Pe3epBHOEC KOMMPOBAHKE U BOCCTAHOBJIEHUE 0a3 JaHHBIX

CamocrosarenbHas padora npu uzydenun MJIK.01.02:
BeinonHenne nHauBUyanbHOTO 3a1aHus o TeMe «IIpoexktupoBanue HHPOIOrHuecKkon Moenu 0a3bl JAHHBIX».

BrimonHenue HHIMBUyaTbHOTO 3a1aHus 1o TeMe «Hopmanuzanus otHomenuii». Iloaroroska pedepatoB Ha Temy
«Pazutne CYB/l» (konkpetHoit CYB/I).

Bremmonnenue uHAMBUAYyanbHOTO 3amanus mo Teme «Cosmanue 0a3pl naHHbiX. Cosmanue Tabmui. OpraHu3arus
MEXTaOJIMYHBIX CBA3Ei» BolnonHeHne HHIMBUYaTbHOTO 331aHUs 10 TeMe «Opranu3aliys 3aIpocoBy.

Brinonnenue MHAMBUAYaIBLHOTO 33/1aHus 110 TeMe «Co3/1aHue Moab30BaTEeNbCKOT0 npuioxenus cpeactsamMu CYB/».
Pa30op cuHTakcuca XpaHUMBIX MPOLIETYP U TPUTTEPOB.

[TonroroBka pedeparoB no Teme «OpraHu3aius 1 UCIOJIb30BAaHHE MEXAaHU3MOB 3aIlIUThI 0a3bl JAaHHBIX).
Cucrematudeckasi mpopabOTKa KOHCIIEKTOB 3aHATHH, YUeOHOW U CIIEIUATBHON TEXHHUYECKON TUTepaTypsl (TI0 BOIPO-
caM K maparpadam, ramaBaMydeOHBIX TTOCOOU, COCTABJICHHBIM MTPEMOaBATEIIEM )

[ToaroroBka kK MpakTUYECKUM pabOTaM C UCIOJIB30BaHWEM METOAMYECKUX PEKOMEHAALU mpenoaBaTens, opopmiie-
HUE IPAaKTUYECKUX pabOT,0TYETOB K UX 3alIUTE.

Koncyabranumn

IIpome:xyrounas arrecranus mo MJIK 01.02 B popme 3x3amena

Pa3zjnen 2. AIMUHUCTPUPOBAHHE ABTOMATH3MPOBAHHBIX (MH(OPMALMOHHBIX) CHCTEM B 3aIIMIIIEHHOM HCIIOJIHE-
HHUU

K 1.3 -
1.4, OK 01-
10

M/K.01.03 CeTu u cucTeMbl nepexayu nHpopmManuu

Tema 10. Teopusi TeleKOMMYHUKALMOHHBIX ceTei

Tema 10.1. OcnoBubie | Coneprxanne
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NMOHATHSA U oIpeaesie-
HHUA

Knaccudukanus cuctem cBsa3u. CooO1eHus U CUTHabl. BUJTbI 37I€KTPOHHBIX CUTHAJIOB.
CrnexTpanbpHOE NpeAcTaBiIeHUEe CUTHANIOB. [lapameTprl curaanoB. O0beM u HHPOPMAITHOH-
Hasi EMKOCTh CUTHAJIA.

JlaGopaTopHbie paboThI

He npenycmotpeno

[IpakTrueckue 3aHATUS

He npenycmorpeno

Tema 10.2. IIpuHuHMnbI
nepenauyn uHGopmMauuu
BCeTSIX U CHCTeMax
CBSI3H

Conepxanne

2

Haznauenue u npuniuns! opranuzanuu cereid. Knaccuduxanus cereir. MHOToypoBHEBBII
noaxoz. [Ipotoxon.Mutepdeiic. CTek mpoTokosoB. TeaeKkoMMYHUKAITMOHHAS Cpeia.

JlaGopaTopHbIie paboThI

He npenycmotpeno

[IpakTueckue 3aHsATUS

He npenycmotpeno

Tema 10.3. Tunoseie
KaHAJIbI lepeiavyu U
HXXaPaKTePUCTHKHU

Conepxanue

2

Kanan nepemnaun. CeTeBoii TpakT, TPYyNIIOBOM KaHaJ nepeaadyu. Anmaparypa mupoBbIxX
IUIE3UOXPOHHBIX CUCTEM Iepenad. OCHOBHBIE TapaMeTPbl U XapaKTEPUCTUKH CUTHAJIOB.
YpowméHnaas cxema oprasusanuu kasana TH

JlaGopaTopHbIie paboThI

He npenycmotpeno

[IpakTrueckue 3aHATHS 8
1 | Pacuet nporyckHo# criocOOHOCTH KaHala CBsI3U
Tema 11. CeTn nepeaaum JaHHBIX TIK 1.3 -
1.4, OK 01-
10
Tema 11.1. Apxutekry- | Conepxxanue 2

pau NPUHIHNBI pado-
ThI COBPEMEHHBIX Ce-
Tel mepeaavyu JaHHBIX

CrpykTypa 1 XapakTepucTUKH ceTeid. CriocoObl KOMMYTAIUY U Nepeaun JaHHbIX. Pacmpe-
neneHue GyHKIMNA 0 CUCTEMaM CeTH U aJipecalusi MakeToB. MapiipyTuzanus 1 yrpasJie-
HUE IIOTOKAMU B CETAX CBSA3H.

[TpoToxosnbl 1 uHTEp(dENCH yIpaBieHUs KaHaTaMH U CEThIO Mepeaadu JaHHbIX.

JlaGopaTopHbie paboThI

He npenycmotpeno

[IpakTHueckue 3aHsATUS

30

2 | KondurypupoBanue cereBoro uHtepdeiica paboueit craHiiuu

3 | Kordurypupopanue cereBoro uHTepdeiica MmapmpytuzaTopa 1o npotokony IP

4 | Koppekmus npobsiem natepdeiica MapipyTuzaropa Ha GU3nIecKoM U KaHATbHOM
YpOBHE

5 | Jlnarnoctuka u pa3peuieHue npo0ieM CETeBOro ypoBHs

[ep}

JIMarHOCTHKA U pa3perieHre mpoodIeM MPOTOKOIOB TPAHCIIOPTHOTO YPOBHS

7 | Jlmarnoctuka u pazpeuieHue npo0ieM IpoTOKOJIOB MPUKIIATHOTO YPOBHS
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Tema 11.2. Becnipo-
BO/JHbIE CHCTeMbIIepe-
Aa4¥ TaHHBIX

Conepxxanue

becnipoBoHbie kaHabl cBsi3u. becnipoBomubie cetn Wi-Fi. [IpenmymiectBa u o6acts npu-
MeHeHus1. OCHOBHBIE 3JIEMEHTHI OeCIPOBOHBIX ceTei. CTaHIapThl OECIIPOBOIHBIX CETEH.

JlabopaTopHbie paboThI

He npenycmotpeno

[IpakTUyeckue 3aHATUS 10
8 | Hacrpoiika Wi-Fi mapmpytusaropa
Tema 11.3. CoToBble Conepxanue 2

H CIIYTHUKOBBbIC CH-
CTEMBbI

[TpuHIMIBI GYHKIIMOHUPOBAHUS CUCTEM COTOBOM CBSI3U. CITyTHHUKOBBIE CHCTEMBbI
nepeaadu JaHHBIX.

JlabopaTopHpie paboThI

He npenycmotpeno

[IpakTrueckue 3aHATHS

He npenycmotpeno

CamocrostensHas padbora npu nzyudennn MJIK.01.03
Cucremarndeckasi mpopaboTKa KOHCIIEKTOB 3aHATUH, YI€OHON M CIIEUATLHON TEXHUYECKON JTUTEpaTyphl (IO BOTIPO-

cam K maparpadam, rmaBaMmydeOHbIX TOCOOUI, COCTABICHHBIM IIPEIOIaBaTEIIEM ) 2

[ToaroroBka K mMpakTHUYECKUM pabOTaM C MCIOJIB30BaHHEM METOJIMYECKHX PEeKOMEHIalUi MpernogaBarens, opopm-

JIEHUE MPAKTUIECKUX PabOT,0TYETOB K UX 3allUTE.

KoncyabTanumu 6

IIpomexyrounas arrecranus no M/IK.01.03 B ¢popme 3x3ameHa 6

M/K.01.04 DxcruryaTtanusi aBTOMATH3UPOBAHHBIX (MHPOPMALNMOHHBIX) CUCTEM B 3alIIUIIEHHOM MCIIOJTHEHUH

Tema 12. Pa3pa6oTka 3alIMIIEHHBIX ABTOMATH3UPOBAHHBIX (MH(POPMAIHOHHBIX) CHCTEM I[IK 1.3 -
1.4, OK 01-
10

Tema 12.1. OcHo- Conepxxanue 2

BbIMH(OPMAIMOH-
HBIX CHCTEM KaK
00LeKTA3aINTEI.

[TonsiTe aBTOMaTH3UPOBAHHON (MHMOPMAITMOHHON) cucTeMbl OTIIMUUTETBHBIE YePThI
AMNC nanbonee 4yacTo UCMOIB3YEMbIX KJIacCU(UKAIUIL: 10 MacITady, B 3aBUCUMOCTH OT
xapakTepa HHGOPMAIIMOHHBIX PECYPCOB, IO TEXHOJIOTUH 00pabOTKH JaHHBIX, IO CIIOCO0Y
JIOCTYTIA, B 3aBUCUMOCTH OT OpPraHU3allMH CUCTEMBI, TI0 XapaKTepy UCIOIb30BaHus HHPOP-

Manuu, 1o cepe npumenenus. [lpumepsr odnacteit npumenenus AUC. Iponeccer B AUC:

BBOJI, 00paboTKa, BBIBOJ, 0OpaTHas cBsi3b. TpedoBanus kK AVIC: ruOKoCTh, HaJICKHOCTH,
3(PeKTUBHOCTH, O€30MTACHOCTD.

OcHoBHBIE 0COOEHHOCTH COBPEMEHHBIX MPOeKToB AVIC. DNeKTpOHHBINA JOKYMEHTOO00POT.

JlaGopaTopHbie pabOThI

He npenycmorpeno

[IpakTHueckue 3aHsATUs

6
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1 | PaccmoTpenue npuMepoB (GyHKIIMOHUPOBAHUS aBTOMATU3UPOBAHHBIX HH(POPMAILIHOH-
HBIX CUCTEM

Tema 12.2. ’KuzHeHHBIN

Conepxxanue

IMHUKJI aBTOMAaTU3UPO-
BAHHBIXCUCTEM

ITonsatue xusnenHoro nukiaa AWC. Ilpoueccel xu3HenHoro nukiaa AWC: ocHOBHBIE,
BCIIOMOTAaTeNIbHbIE, OpraHu3anuonnbie. Ctaauu xxu3HeHHoro nukia AVMC: monenuposa-
HUE, yIpaBJIeHHE TPEOOBAHUSIMH, aHATU3 W MPOSKTUPOBAHHUE, YCTAHOBKA U COMPOBOXK-
negue. Mozaenu »xuzHeHHoro nukia AVC.

3aa4yu 1 3Tanbl IPOEKTUPOBAHUS ABTOMATU3UPOBAHHBIX CHCTEM B 3alIUIIIEHHOM HUCIIOJIHE-
HUU. MeTomoioruu
npoektupoBanus. Opranuzaius padboT, GyHKIINY 3aKa3UYMKOB M pa3pab0OTUYHKOB.

TpeboBaHus K aBTOMAaTU3UPOBAHHOMN CHCTEME B 3alIUIIICHHOM HCIIOTHEHUU. PaboThI Ha
CTaAMAX U dTaIax CO3JaHUSaBTOMATU3UPOBAHHBIX CUCTEM B 3aIUIIEHHOM UCIOJHEHHH.
TpebGoBanust 1o 3amuTe CBEACHUH O CO31aBaeMOi aBTOMAaTU3UPOBAHHON CHCTEME.

JlaGopaTopHbie pabOThI

He npenycmorpeno

[IpakTUyeckue 3aHATUS 8
2 | Pa3paboTKa TEXHUYECKOTO 3a/[aHUs HA IPOEKTHPOBAHNE ABTOMATH3UPOBAHHON CHCTEMB]
Tema 12.3. Yrpo3sl Conepxanue 2

0€30MacCHOCTH MH-
¢dopmauuu B apToOMa-
THU3MPOBAHHBIXCHU-
cTeMax

[ToTeHnmanpHble Yyrpo3sl OE30MAaCHOCTH B aBTOMAaTH3WPOBAHHBIX cucTeMax. Mcroynu-
KU U OOBEKTHI BO3JCHCTBUSA yrpo3 Oe3omacHocTH MHpopManuu. Kputepun kinaccudu-
Kaluu yrpo3. MeTosabl OLIEHKH OMAacHOCTH yrpo3. baHk naHHBIX yrpo3 06e30MacHOCTH
nHpopmaruu

[TonsaTue ys3BuMocTH yrpo3sl. Knaccuduxanus ysa3BUMOCTEH.

JlaGopaTopHbie paboThI

He npenycmorpeno

[IpakTrueckue 3aHATHS 10
3 | KareropupoBanue HHPOPMAITMOHHBIX PECYPCOB
4 | Ananu3 yrpo3 6€30nacHOCTH HHGOPMAITIHI
5 | Iloctpoenue moaenu yrpo3
Tema 12.4. OcHoB- Conepxanue 1

HbleMepbI 321U ThI

uHopManuu B aB-

TOMATH3MPOBAHHBIX
cucreMax

Opranu3zalioHHbIE, IPABOBBIE, MPOTPaMMHO-aNapaTHble, KpUnTorpaguueckrue, TeXHuIe-
CKH€ MepHI 3aIlUThl HH(POpPMAINK B aBTOMATU3UPOBAHHBIX CHCTEMAaX.

HopmaruBHo-mipaBoBasi 0a3a Juist ONpeieieHuss Mep 3alluThl HHPOpPMALUK B aBTOMaTU3H-
POBaHHBIXMH(OPMALMOHHBIX CUCTEMAX U TPEOOBAHUI K HUM

JlaGopaTopHbie pabOoThI

He npenycmorpeno

IIpakTrueckue 3aHATUA

He npenycmorpeno
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Tema 12.5. Conep:xa-
HHEH MOPSIA0K IKC-
miayaranuu AC B 3a-
IUIIEHHOM HMCIOJIHE-
HHH

Conepxxanue

Coneprxanue U nopsiAoK dkcruryatanuu AC B 3alIUIIIEHHOM UCTIOJTHEHUU

JlabopaTopHbie paboThI

He npenycmotpeno

[IpakTrueckue 3aHATHS

20

6 | Unentuduxanus u ayreHTHPUKALINS CyOBEKTOB JOCTYNA U 0OBEKTOB AOCTyMHA. YTpaB-
JIEHUE TOCTYIIOM CYOBEKTOB IOCTYIA K O0BEKTaM JIOCTYIIA.

7 | OrpannyeHne TPOrpaMMHON Cpe/ibl. 3alliTa MAIIMHHBIX HOCUTENEH HHGOpMAITIT

oo

Perucrpanus codbITuii 6€30nacHOCTH

9 | AutuBupycHast 3ammrta. OOHapyXeHHE TPHU3HAKOB HAJIWYMA BPEIOHOCHOTO IMIPO-
rpaMMHOro obecrnieueHus. Peanuzanus aHTuBUpyCHOM 3amuThl. OOHOBICHHE 0a3 JaH-
HBIX IPU3HAKOB BPEIOHOCHBIX KOMIIBIOTEPHBIX IPOTPAMM.

10| OGHapyxenue (IpeaoTBpaIieHne) BTOPKEHUN

11| KonTtpons (aHanu3) 3amuiieHHOCTH nHpopManun. O6ecredeHue 1eT0CTHOCTH HHPOP-

MaIlMOHHON CUCTEMBI M HH(POPMAIMK 00eCIIeYeHUE TOCTYIMTHOCTH HH(POPMAITHHI

12| Texunonoruu BupTyanuzauuu. Llens cozganus. 3anaun, apxuTeKTypa U OCHOBHBIE

¢dbyukiuu. [IpenmyniecTsa OT BHEIPEHHUSI.

13| 3ammTa TEXHUYECKHUX CPEACTB. 3aruTa HHGOPMAIIMOHHONW CUCTEMBI, €€ CPEICTB, CH-

CTCM CBA3U U MCPCAAYN JAHHBIX

14| Pe3epBHOE KONTMPOBAHHUE U BOCCTAHOBJIEHNE JAHHBIX

15

COHpOBO)KI[eHI/Ie ABTOMATHU3UPOBAHHBIX CUCTCM. praBHeHI/Ie PUCKAMU U THIUACHTAMU
YIpaBJICHU0€30M1aCHOCTBIO.

Tema 12.6. 3amura
uHopManuu B pac-
NpeeIeHHBIX aBTO-
MATH3HPOBAHHBIXCH-
cTeMax

Conepxanue

MexaHu3Mbl U METOIbI 3aLIUTHI HH(OPMALIUU B pacpe/ieICHHbIX aBTOMAaTU3UPOBAHHBIX
cUcTeMax. ApXUTEKTypaMEXaHNU3MOB 3alllUThl PacIIpeAEICHHBIX aBTOMAaTU3HPOBAHHBIX
cUCTeM. AHAINU3 U CUHTE3 CTPYKTYPHBIX U (DYHKIIMOHAJIBHBIX CXEM 3alUIIEHHbIX aBTOMa-
TU3MPOBAHHBIX HH(OPMAIIMOHHBIX CUCTEM.

Tema 12.7. OcobenHo-
CTHPa3padOTKH MH-
¢dopmManMoOHHBIX CH-
CTeM MePCOHAIBHBIX

AAHHBIX

Conepxanue

OOmrre TpeOoBaHUS IO 3aIIUTE NMEPCOHATBHBIX JaHHBIX. COCTaB M COJEpKAHUE OpPTaHU3a-
IUOHHBIX W TCXHUYCCKUX MCPp IO 3allUTC I/IH(l)OpMaI_[I/IOHHBIX CHUCTCM IMCPCOHAJIBHLIX HdaH-
HbiX. [Topsgok BeIOOpa Mep 1o obecredeHuo 0e30MacHOCTH NEPCOHATBHBIX JaHHBIX. Tpe-
60BaHI/I$I 110 3aIIUTC NICPCOHAJIBHLIX NAHHBIX, B COOTBCTCTBHUU C YPOBHCM3AIIUIICHHOCTH.

JlabopaTopHbie paboThI

He npenycmotpeno
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[IpakTrueckue 3aHATHS

16| Onpenenenust yposus 3amuiieHHoctd MUCII[IH u BbIOOp Mep mo obecrieueHUIo 0e3-
onacHoctu [1J1H.

Tema 13.9kcmnyaranus 3alMIIEHHBIX ABTOMATU3UPOBAHHBIX CUCTEM.

MK 1.3 -
1.4, OK 01-
10

Tema 13.1. Ocobenno-
CTHIKCILTYaTAIMM aB-

Conepxanue

AHanu3 wHGOPMAITMOHHOW HHQPPACTPYKTYPhl aBTOMATH3WPOBAHHOW CHUCTEMBI M €€ 0e3-

TOMATHU3MPOBAHHBIX | ONACHOCTHU.
CHCTEM B 3alIMIIEHHOM | MeToabsl MOHUTOPUHIA U ayJUTa, BBIABICHUS YIpo3 MHPOPMALMOHHON 0€30IacHOCTH aB-
HCIIOJIHCHHH. TOMaTU3UPOBAHHBIX CUCTEM.
Copep:xaHue U MOPAIOK BBIMOJIHEHUs paboT Mo 3auuTe MHGOpMalUK MpU MOAEPHU3ALINY]
aBTOMATHU3UPOBAHHOW CUCTEMBI B 3AIMILIEHHOM UCIIOJHEHUN
JlaGopaTopHbie pabOThI He npenycmoTpeno
[IpakTrueckue 3aHATHS He npenycmotpeno
Tema 13.2. Copepxanue 1
AIMHHUCTPHPOBaHHUE | 3a5a4yn U (HYHKIUH aIMAHUCTPUPOBAHHS aBTOMATH3MPOBAHHBIX CHCTEM. ABTOMATH3AIMS
ABTOMATU3MPOBAHHBIX | yipaBiieHUs ceThlo. OpraHu3anus aJMUHUCTPUPOBAHMSI aBTOMATHU3MPOBAHHBIX CUCTEM.
CHCTEM AMUHHUCTPATUBHBIA TIEPCOHAT M paboTa ¢ MOJIb30BATEISIMU. YTIPABICHHE, TECTUPOBAHUE

U SKCIUTyaTalys aBTOMAaTH3UPOBAaHHBIX CHCTeM. MeTobl, CIIocoObl U cpencTBa odecneye-
HUS OTKa30yCTOMYMBOCTH aBTOMATU3UPOBAHHBIX CUCTEM.

JlaGopaTopHbie pabOThI He npenycmoTpeno
[IpakTrueckue 3aHATHS He npenycmotpeno
Tema 13.3. leatean- | Conepxanue 1

HOCTBH MEePCOHAJIA MO
IKCIJIYyaTAlMH ABTOMA-
TU3MPOBAHHBIX (MH-
¢popmanmoHHbIX) cH-
CTeM B 321U IIIEHHOM
HCIIOJTHEHUH

ConeprkaHue U MOPSIOK JACSITEIHHOCTH TIEPCOHANA TI0 AKCIUTyaTalliH 3alIHICHHBIX aBTO-
MaTU3UPOBAHHBIX CUCTCM U IIOACUCTCM 6630HaCHOCTI/I ABTOMATU3UPOBAHHBIX CUCTCM. 06-
e o0s3aHHOCTH aJIMHHHUCTpAaTOpa MH(POPMAIIMOHHON 0€301TaCHOCTH aBTOMAaTHU3UPOBAH-
HBIX CUCTEM.

JlabopaTopHbie paboThI

He npenycmotpeno

[IpakTrueckue 3aHATHS

He npenycmotpeno

Tema 13.4. 3amura ot

Conepxanue

1
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HECAHKIIHOHMPOBAH-
HOT'O10CTYIIA K MH-
popmanun

Ocnosuble npuHIUIb 3amuTel 0T HCJI. OcHoBHbIe ciocoObr HCJI. OcHOBHBIC HampaBIie-
Hus ooecnieuerus 3amuTehioT HCJI. OCHOBHBIE XapaKTEPUCTUKH TEXHUUECKUX CPEACTB
3anmthl oT HC/I. Opranusanus pa6ot no 3amute ot HC/I.

Knaccugukanus aBToMaTn3upoBaHHbIX cucteM. TpeOoBaHus 1O 3ammTe HHOOPMAIUH OT
HCJI nms AC

Tpebosanus 3anmmenHoctd CBT or HC/l k undopmanuun

TpeboBanwus K cpencTBaM 3alTUuThI, 00€CTICUNBAIOIIUM OE30ITaCHOE B3aUMOICHCTBHE CeTel
OBM, AC nocpencTBOM yIpaBICHHUS MEXCETEBBIMU TOTOKaMU HHGOPMAITNH, B PEaTn30-
BaHHLIX B BUaIe MD

JlabopaTopHbie paboThI He mpenycmotpeno
[TpakTudeckue 3aHATUS He npenycmotpeHo
Tema 13.5. C3U or HCJI| Conepxanue 1

HazHaueHune u 0CHOBHbBIE BO3MOKHOCTH CHUCTEMBI 3aILUTHI OT HECAHKIIMOHUPOBAHHOTO
nocTymna. ApXHTEKTypa UcpenacTBa ynpasieHus. O0mme npuHIumbl yrnpasieHus. Oc-
HOBHBIE MEXAHU3MBbl 3alUTHI. YIIpaBiieHHEe ycTpoiicTBamu. KOHTposb amnmapaTHON
KOH(Urypalnuu Komnbiotepa. 1306uparenbHoe pasrpaHUueHHe J0CTyNa KyCTPOWCTBaM.

VYrpaneHue J0CTYIIOM B KOHTPOJIb TIeYaTH KOHPUACHIManpHo nHpopmanuu. [IpaBuia
paboThI ¢ KOHPHUAESHIIMATLHBIMU pecypcamu. HacTpoiika MexaHu3Ma MoJIHOMOYHOTO
ynpasieHus goctynoM. Hactpoiika peructpanuu coObITHIA. Y TIpaBIeHUE PEKUMOM MTOTO-
KOB. YIIpaBJI€HHE PEKUMOM KOHTPOJIS TEYaTUKOH(PHICHIIMATBHBIX JOKYMEHTOB. YTIpaBie-
HUe rpudamMu KOHOHUICHIHATBHOCTH.

ObecnieveHue eTOCTHOCTH HHPOPMAIIMOHHON CUCTEMBI U HH(OpMaITUN

IleHTpanu3oBaHHOE YIIPABIECHUE CUCTEMOM 3aUTHI, OIIEPATUBHBIM MOHUTOPHUHT U ayJUT
0€30I1aCHOCTH

JlabopaTopHbie paboThI

He npenycmotpeno

[IpakTrueckue 3aHATHS

30

17 | YcranoBka u Hactpoiika C3U or HC]]

18 | 3ammra Bxozaa B cuctemy (MaACHTHUKAIUS U ayTeHTU(PUKAIINS TTOIh30BaTEIICH )

19 | Pasrpanuuenue q0cTymna K yCTpoicTBaM

20 | YmpaBneHue 10CTyrIoM

21 | Ucnonp3oBaHKEe MPUHTEPOB /IS N€YaTH KOH(PUICHIUATBHBIX T0KyMeHTOB. KOHTpOIb
neyaTu

22 | Hactpoiika cucTeMsl JJ1s1 3a7a4 ayAuTa

23 | Hacrpoiika KOHTPOJIS 1IEJIOCTHOCTH U 3aMKHYTOW MTPOTPAaMMHOM CpeJIbl

24 | LleHnTpanu3oBaHHOE YIPABICHUE CUCTEMOH 3aIIUThI, ONEPATUBHBI MOHUTOPUHT U
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| aynut GezonacHocTu

Tema 13.6. Ikcmya-
TalUs CPeCTB3alu-
Thl HHGOpPMAaUNH B
KOMIIBIOTEPHBIX CETAX

Conepxxanue

[TopsiioK yCTaHOBKH U BBOJIA B 9KCIUTYaTallMIO CPEACTB 3aIUTHI HHPOPMALUU B KOMITBIO-
TEPHBIX CETAX.

[TpuHIMIIBI OCHOBHBIX METO/I0B OPraHU3AIMH U IPOBEACHHS TEXHUUECKOTr0 O0CITYKHUBaHUS
BBIUYHCIUTENbHON TEXHUKU U IPYTUX TEXHUYECKUX CPeICTB HH(POpMaTU3alun

JInarHoCTHKa KOMIOHEHTOB CHCTEM 3alUThl HH(OpPMAIIMKA aBTOMATH3UPOBAHHBIX CHCTEM,
YCTpaHEHHE OTKa30B U BOCCTAHOBJICHHE PaOOTOCIIOCOOHOCTH aBTOMAaTH3UPOBAHHBIX (MH-
(hOpMaIMOHHBIX ) CUCTEM B 3aIIUIICHHOMHUCIIOJIHEHUN

Hacrpolika u ycTpaHeHHe HEUCIIPaBHOCTU IIPOrPAMMHO-AIIIAPATHBIX CPEACTB 3alUThI UH-
(opmanuy B KOMIIBIOTEPHBIX CETAX I10 3aJaHHBIM IIPaBHIaM

JlabopaTopHbie paboThI

He npenycmotpeno

[TpakTuyeckue 3aHATUS 10
25 | YcTpaHeHHe OTKa30B M BOCCTaHOBIICHHE PA00OTOCTIOCOOHOCTH KOMIIOHEHTOB CUCTEM
3alIUTHl HH(OPMAIMK ABTOMAaTH3UPOBAHHBIX CHCTEM
Tema 13.7. doky- Conepxanue 1

MeHTAlus Ha 3a-

HHIAeMYI0 aBTO-

MaTU3UPOBAHHYIO
cucremMy

OCHOBHBIE 3KCIUTyaTallUOHHBIE JIOKYMEHTBHI 3alIUIICHHBIX aBTOMATHU3UPOBAHHBIX CHU-
creM. Pa3paboTka u BeeHHEIKCIITyaTallMOHHON TOKYMEHTAIIMN 3alUIIICHHBIX aBTOMa-
TU3UPOBAHHBIX CUCTEM. AKT BBOJIa B SKCIUTyaTallMi0 HAABTOMATHU3UPOBAHHYIO CUCTEMY.
TexHu4YecKnii macmopT Ha 3alUIIAEMYI0 aBTOMAaTH3UPOBAHHYIO CUCTEMY.

JlaGopaTopHbie pabOThI

He npenycmorpeno

[IpakTrueckue 3aHATHS

4

26 | OdopmiieHrEe OCHOBHBIX IKCIUTYaTallMOHHBIX JIOKYMEHTOB Ha aBTOMaTU3HUPOBAHHYIO
CUCTEMY.

CamocrostensHas pabora npu m3yuennn MJIK.01.04

1. Pa3paboTka KOHIIETIIINH 3aIIUThl aBTOMAaTU3UPOBAHHOH (MH(GOPMAIIMOHHON) CUCTEMBI

2. Ananu3 0aHKa TaHHBIX YTrpo3 0€30MacCHOCTH HHPOPMALIUU

3. Araim3 xxypHana ayauta OC Ha pabodyem mecTe

4. TlocTpoeHue CBOJHON MAaTPHIIBI YTPO3 aBTOMAaTU3MPOBAHHOH (MH(POPMALIMOHHOI ) CHCTEMBI

5. AHayIM3 MOJMUTHK 0€30MacHOCTH MH(POPMAITMOHHOTO 00BEKTA

6. M3yyeHne aHaTUTUYECKHX 0030pOB B 00JaCTH MOCTPOCHUS CUCTEM 0€30MacHOCTH

7. AHaM3 MPOrPaMMHOTO OOECTIEYeHHS B 00JIaCTH OTpe/IeIICHUsT PUCKOB HH(DOPMAITMOHHOM 0€301MacHOCTH U TIPO-
eKTHPOBaHUS O€30MaCHOCTUUH(OPMAIHH
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Kouncyabrauuu 6
IIpome:kyrounas arrecrauus mo M/IK 01.04 B popme 3x3amena 6
MJK.01.05. OxkcnuryaTanusi KOMIbIOTEPHBIX ceTeil
Tema 14. OcHoBBI Nepeavn JaHHBIX B KOMIIBIOTEPHBIX CETIAX TIK 1.3 -
1.4, OK 01-
10
Tema 14.1. Moaein ce- | Conepxanue 2

TE€BOrOB3aNMO/1eHCTBUA

Mogens OSI. Yposuu monenu OSI. BzaumozeiictBue Mexay ypoBHsAMH. MHKancymsanus
naHHbIX. Onucanue ypoBHei moaemu OSI.

Mopuenb u crek npotokonoB TCP/IP. Onucanue ypoueii moaenu TCP/IP.

JlaGopaTopHbie paboThI He npenycmorpeno
[TpakTUyeckue 3aHATUS 6
1 | U3yuenue 1eMeHTOB KaOEIbHON CHCTEMBI.

Tema 14.2. ®uznuecknii | Conepxanue 2

ypoBenbmoaenau OSI

IToustre nuuuu U kaHaiaa cBsa3u. Curnaisl. OCHOBHEBIC XAapPaKTCPUCTHUKU KaHaJIa CBA3H.

MGTOI[I)I COBMCCTHOI'O UCIIOJIB30BaHUA CPEALI MEPEJAUN KaHAJIa CBA3H. MYJ'IBTI/IHJ'ICKCI/IPO-
BAaHUC 1 METOAbI MHOKCCTBCHHOI'O IOCTYIIA.

OnTOBOJIOKOHHBIE TUHUH CBI3HU

CrannmapTsl kabenel. DaeKTpudecKas MpoBOIKa.

becnipoBoHast cpena nepenayu.

JlaGopaTopHbie pabOThI

He npenycmorpeno

[IpakTrueckue 3aHATHS 6
2 | Cozmanue ceTeBoro kabens Ha OCHOBE HedkpaHupoBaHnHoi Butoi mapsl (UTP)
3 | CBapka ONTHYECKOTO BOJIOKHA

Tema 14.3. Tononorus | Conepxanue 2

KOMIIbIOTEPHBIX ceTeil

[TonsTre Tomonoruu cetu. CereBoe 000pymoBaHue B TOMOIOruU. O630p CETEBBIX TOMOJIO-
TUH.

JlaGopaTopHbie pabOoThI

He npenycmorpeno

[IpakTudeckue 3aHATHS 10
4 | Pa3zpaboTKa TOIOJIOTH CETH HEOOBIIOTO MPEATPUITHS
5 | IlocTpoenue oqHOpPaHTOBOI ceTn

Tema 14.4. Texnoaoruu | Cozepxanue 2
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Ethernet O0630p TEXHOJIOTUN TOCTPOEHUS JTOKATBHBIX CETEH.

Texunomnorus Ethernet. ®usnyeckuii ypoBeHs.

Texuomorust Ethernet. KananbHblil ypoBeHB

JlabopaTopHbie paboThI

He npenycmotpeno

[TpakTuyeckue 3aHATUS 6
6. ‘ N3yuenue agpecanuu kaHaibHOro yposss. MAC-aapeca
Tema 14.5. Texnosoruu | Conepxanue 2

KOMMYTallu1 AATOpUTM IIPO3pavHOro MOcTa. MeTo1bl KOMMYyTAalH. TEeXHOIOrMH KOMMYTALlUU U MOJIENb
OsSl.

KoHCTpyKTHBHOE HCTIONHEHNE KOMMYTAaTOpOB. PU3HUECKOE CTEKMPOBAaHUE KOMMYTATOPOB.
IIporpammHOe obecnieueHre KOMMYTaTOPOB.

OO1u1re NpUHIMITBI CETEBOTO An3aiiHa. TpexypoBHEBas HepapXudeckas MOJENb CETH

Texnonorus PoweroverEthernet

JlabopaTopHbie paboThI

He npenycmotpeno

[IpakTrueckue 3aHATHS 6
7 | Coznanme koMmmyTHpyeMoii cetn
Tema 14.6. CeTe- Conepxanue 2
Boiinporoko.J IPv4 CereBoii yposeHs. [Ipotokoun IP Bepcuu 4. O0uue ¢hyHKIINM KIIACCOBOM M OECKIaCCOBOM

ajpecarvu. Beiienenue apecos.

Mapmpyruzanus nakeros |[Pv4

[IpoTOoKOBI TMHAMUYECKON MapIIpyTH3aLT

JlabopaTopHbie paboThI

He npenycmotpeno

[IpakTUyeckue 3aHATUS 6
8. | Usyuenue IP-anpecanyuu
Tema 14.7. Cxopoct- | Conepxkanue 2
Hblen 0eClIpOBOIHbIE

cetn Cets FDDI. Cets 100VG-AnyLANCBepXxBBICOKOCKOPOCTHBIE CeTH. becripoBoiHbIe ceTn

JlabopaTopHbie paboThI

He npenycmotpeno

[IpakTrueckue 3aHATHS

6

9 ‘ Hactpoiika 6ecripoBOIHOTO CETEBOTO 000PYIOBAHHUS

Tema 15. TexHoJ0run KOMMYTAIIMU ¥ MAapIIPYTHU3aIlMU COBPeMeHHBIX ceTeii Ethernet

[1K 1.3 -
1.4, OK 01-
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10

Tema 15.1.
OCHOBBI KOMMYTALIH

Conepxanue

OYHKIIMOHUPOBAHNE KOMMYTAaTOPOB JIOKAJIbHOU CETH. APXUTEKTYpa KOMMYTAaTOpOB. THIbI
UHTEP(HEIICOBKOMMYTATOPOB. YIIPaBICHHE NOTOKOM B MOJIYAYINIEKCHOM M TYIJIEKCHOM pe-
KUMaXx.

XapaKTepUCTUKH, BIUSAIONINE HA TPOU3BOIUTENILHOCTH KOMMYTaTOpoB. O030p yHKIHO-
HaJIbHBIX BO3MOXHOCTEN KOMMYTaTOPOB

JlabopaTopHbie paboThI

He npenycmotpeno

[IpakTrueckue 3aHATHS 6
10. \ PaboTa ¢ OCHOBHBIMH KOMaHAaMH KOMMYyTaTopa
Tema 15.2. Hauaun- Conepxanue 2

Hasl HACTPOHKAKOM-
MyTaropa

CpenctBa ynpaiieHusi Kommytatopamu. [lonkimroueHne Kk KoHcom naTepderica KoMaHIHOM
cTpoku kommytatopa. [loakmoueHue k Web-unrepdeiicy ynpasnenus kommyraropa.

HauanbHas koHQUrypanus KOMMyTaTopa. 3arpy3ka HOBOro IporpaMMHOT0 00ecTieYeHHs Ha|
KOMMYTATop. 3arpys3Ka 1 pe3epBHOE KOIMMPOBaHNE KOH(UTYPAITTH KOMMYTATOPA.

JlabopaTopHpie paboThI

He npenycmotpeno

[IpakTrueckue 3aHATHS

10

11 | Komanael OOHOBIEHHSI MPOrPAaMMHOTO 0OECHedeHUs KOMMYTaTropa M COXpaHe-
HUSI/BOCCTAaHOBJICHUS KOH(DUTYpaLIMOHHBIX (ailyioB

12 [Komanns! ynpasienus tadmumamu kommytanud MAC- u IP-anpecoB, ARP-TaGuis!

Tema 15.3.
BupryanabHbie

JIOKAJIbHBIE Ce-
Tiu(VLAN)

Conepxanue

Tuner VLAN. VLAN na ocHoBe noptoB. VLAN Ha ocHoBe crannapta IEEE 802.1Q. Cra-
trueckue u nuHamudeckue VLAN. IIpotokon GVRP.

Q-in-Q VLAN. VLAN Ha ocHOBe IOPTOB ¥ MPOTOKOI0B — cTanaapT IEEE 802.1v. ®ynk-
s TrafficSegmentation

JlaGopaTopHbie paboThI

He npenycmorpeno

[IpakTrueckue 3aHATHS

20

13 | Hacrpoiika VLAN na ocroBe crangapta IEEE 802.1Q

14 | Hacrpoiika nmporokoia GVRP.

15 | Hacrpoiika cermenTanuu tpaduka 6e3 ucrnonszoBanus VLAN

16 | Hacrpotika pynkuun Q-in-Q (Double VLAN).

17 | Cozmanue JIBC na ocHoBe ctangapra |EEE 802.1Q.

Tema 15.4.
@DYHKIUHN NOBbIIEHUSA

Conepxanue

ITpotokon Spanning Tree Protocol (STP). Ysa3sumoctu nporokona STP.
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HaJACKHOCTH U IPOU3-
BOAHUTEJIBbHOCTH

Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol.

JlononHUTENbHBIE (PYHKIIMH 3aILUTHI OT METeNb. ATperupoBaHie KaHAJIOB CBS3U.

JlabopaTopHbie paboThI

He npenycmotpeno

[TpakTrueckue 3aHATHS 12
18 | Hacrpoiika npotokosoB cBs3yromiero aepesa STP, RSTP, MSTP.
19 | Hacrpotika ¢pyHKIHMHU 3aIIUTHI OT 00pa3oBanus nereib LoopBackDetection
20 | ArperupoBaHue KaHaJOB
Tema 15.5. Aapecanusi | Coznepxanue 2

CeTeBOrOYPOBHS U
MapIIpyTU3auus

00630p agpecaruu ceTeBoro ypoBHs. DopMupoBaHue nojceTeil. beckmaccosas aapecamms
IPv4. Cnioco6w1 koHburypanuu IPv4-aapeca.

[Tpotokon IPV6. ®opmupoBanue uaeHTuhukatopa uatepdeiica. Criocodbl KOHGUTYpaITun
IPv6-ampeca.

[TnanupoBanue noacereit IPV6. ITporokon NDP.

[TonsaTre MapimpyTu3zanuy. JJuCTaHIMOHHO-BEKTOPHBIE IIPOTOKOJIBI MapiupyTu3anui. IIpo-
tokou RIP.

JlaGopaTopHbie pabOThI

He npenycmorpeno

IIpakTrueckue 3aHATUA

16

21. | OcHOBHBIC KOH(DHUTYpAIMHI MapIIpyTH3aTOpa

22 | PacmmpenHble KOHGUTypau MapuIpyTu3aTopa

23 | Pabota c mpotokosiom CDP.

24 | Pabota c mpotokosiom TELNET. Pa6ota c mpotokonom TFTP.

25 | Pabora ¢ mpotokosiom RIP.

26 | Pabora c mpoTtokosom OSPF.

27 | Kondpurypuposanue ¢pynkiuu Mapmpyruzatopa NAT/PAT.

28 | Kondurypuposanue PPP u CHAP

Tema 15.6.
KadecTBO 00C/1y:KMBa-
Hus (QoS)

Conepxanne

Monenu QoS. Ilpuopuresanus nakeroB. Knaccudukanus nakeros. MapkupoBKa MakeToB.

VYnpasieHue neperpy3kamMu U MEXaHU3Mbl 00CTyKMBaHUs ouepeneil. MexaHu3M npeaoT-
BpalleHus neperpy3ok. Konrposs nosocs! npomyckanus. [Ipumep Hactpoliku QoS.

JlaGopaTopHbie paboThI

He npenycmorpeno

[IpakTHueckue 3aHsATUs

3

29 \ Hacrpoiika Q0S. Ilpuoputnzanus tpaduka. YpaBlieHHE MOIOCON TPOITYCKAHMS

Tema 15.7.

Conepxanne

30
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®yHknuu odecneve-
HUSA0e301aCHOCTH U
OrpaHNYeHHs J0CTyNa
KCeTH

Crucku yrpasienus goctyrnom (ACL). dyHKIMU KOHTPOJISI HaJl MOJKIFOUSHUEM Y3JIOB K
opTaM KOMMYTaTopa.

Aytentuduxanus nonp3zoateneit 802.1x. 802.1x Guest VLAN. Oynakuun 3ammts! LITY
KOMMYTAaTopa.

JlabopaTopHbie paboThI

He npenycmotpeno

[IpakTrueckue 3aHATHS 6
30 | Cnucku ynpasienus gocrymnom (AccessControlList)
31 | KonTpois Haj MOAKIIOYEHHEM Y3JI0B K TopTaM KoMmMmyTtatopa. Oyukius PortSecurity.
32 | KoHTposb HaJ| MOAKIIOYEHUEM Y3JI0B K TopTaM KoMmmyTtatopa. @yukius IP-MAC-Port
Binding
Tema 15.8. MHuoroaj- Conepxxanue 2

pecHas pacCbllIKa

Anpecarust MHOTOaapecHoi IP-paccsimkn. MAC-aapeca rpynmnoBOi pacChUIKH.

[Monmucka u o0cIy>KMBaHUE IPYII. YTIPaBICHUE MHOT0QIPECHOM PacChlUIKOi Ha 2-M
ypoBae moaenu OSI (IGMP Snooping). @yakuust IGMP FastLeave.

JlabopaTopHbie paboThI

He npenycmotpeno

[IpakTrueckue 3aHATHS 4
33 | OrcnexuBanue Tpaduka MHOTOQIPECHON PAaCCHUIKH.
34 | OrcnexuBanue Tpaduka Multicast
Tema 15.9. Conepxanne 2
DyHKIMH yIpaBJie- VYnpasieHue MHOXeCTBOM KoMMyTaTopoB. I[IpoTokon SNMP.
HUSIKOMMYTaTOpamMu RMON (Remote Monitoring). ®yuxkuus Port Mirroring.

JlaGopaTopHbie pabOThI

He npenycmorpeno

[IpakTrueckue 3aHATHS 2
35 | OyHKIMM aHaM3a ceTeBoro Tpaduka.
36 | Hacrtpoiika mpoTokosa yrpasiaeHus Tonojorueit cetu LLDP
Tema 16. Me:xkceTeBble IKPaAHBI K 1.3 -
1.4, OK 01-
10
Tema 16.1. Conepxanue 2

OcHOBHbIE TPUHIIU-
NbICO3AHUA HAJEHK-
HO#i n0e30macHoii
HUT- undpacrpykry-
pbl

Knaccudukanus cereBrix arak. Tpuana 6ezonacHoit UT-unppactpyKkTyphl.

VYnpasienue KoHGUTypalusMyi. YTIpaBieHUe WHIMIEHTaMU. Vcnonbp30BaHue TpeThel 110-
BepeHHOU cTopoHbl. Kpunrorpadguueckne MexaHu3Mbl 0€3011aCHOCTH.

JlaGopaTopHbie paboThI

He npenycmorpeno
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[Ipa

IIpakTrueckue 3aHATUA

He npenycmorpeno

Tema 16.2.

Conepixanue

2

MeskceTeBble IKPaAHbI

TexHonorun MexceTeBbIX SIKpaHoB. [lonTHka MexXceTeBOro 3KkpaHa. MeKceTeBbIe SKpaHbl
¢ Bo3MoxHOCTSIMU NAT.

Tomnonorus cetn ITPpHU UCITOJIB30BAHUHU MEKCECTEBBIX OKPAHOB. HJ’IaHI/IpOBaHI/Ie 1 BHCAPCHUC
MCXKCETCBOI'O DKpaHa.

JlaGopaTopHbie paboThI

He npenycmotpeno

[IpakTrueckue 3aHATHS 6
37 | OCHOBBI aIMUHUCTPUPOBAHUS MEXCETEBOTO IKpaHa
38 | CoenuHeHMe ABYX JIOKAJIbHBIX CETEH MEKCETEBBIMU SKpPaHaMU
39 | Co3naHue MOJUTHKHU 0€3 MPOBEPKU COCTOSHUSI.
40 | Co3ganuie MOTUTHUK AJIS TPAAUIIMOHHOTO (Miu ucxosiiero) NAT.
41 | Coznanue MONUTHK A5 aByHanpasieHHoro (Two-Way) NAT, ucrnonb3ys MeTox
pinholing
Tema 16.3. Conepxanne 1

CucreMbl 00HapYy:Ke-
HHUSIM NIPe0TBpAalle-
HUSl IPOHUKHOBEHUI

OcnoBHoe Ha3zHaueHue |DPS. Cnioco6wn! knaccudukanuu IDPS. Bei6op IDPS. [lonomxu-
TEJIbHbIC MHCTPYMEHTAJIBHBIE CPEICTBA.

TpeboBanus opranuzaiuu k Gyakimornuposannio IDPS. Bosmoxuoct IDPS. pa3sepTsi-
Banue |IDPS. CunbHbIe cTOpOHBI B orpanndeHHOCTH |IDPS.

JlaboparopHbie pabOTHI

He npenycmorpeno

[IpakTrueckue 3aHATHS 2
42 \ OOGHapyXeHHe 1 TIPeA0TBpaICHUE BTOPIKEHUM.
Tema 16.4. Ipuopuru- | Conepxanue 2

3anus TpadguKa u co-
31aHHMe
aJIbTePHATHBHBIX
MapupyToB

Coznanue anpTepHATUBHBIX MapIIpyTOB JocTyna B HHTepHET. [IprnopuTtusaus tpaduka.

JlaGopaTopHbie paboThI

He npenycmotpeno

[IpakTHueckue 3aHsATUS

2

43 | Co3naHue anbTepHATUBHBIX MAapIIPYTOB C MCIIOJIB30BAaHHEM CTATUYECKON MapIIpyTH-
3a1uu
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CamocrosarenbHas pabota npu usydennu MJIK.01.05

Pu3nyecKoe KOJUPOBAHUE C UCIIOJIB30BAHMEM MAaHUYECTEPCKOTO Koaa JIornueckoe KOAMPOBAaHUE C UCIIOIb30BAHUEM
ckpembnupoBanus [lonkitoueHne KIMeHTa K OECIIPOBOIHOM ceTr B MHGPACTPyKTypHOM pesknMeOrieHKa OecpoBOI-
HOH JINHWUH CBSI3H

[TpoexkTupoBanmsi 6€CIPOBOIHON ceTH

Co6op napopManuu o KIMEHTCKUX YCTPOUCTBAX

[TnanupoBaHue MPOU3BOIUTENLHOCTH U 30HBI ICUCTBHSI OecripoBoiHOM ceTullpeanpoexkTHoe o0cie0BaHUEe MecTa
yCTaHOBKH OecripoBoHOM ceTn ObecnedeHre 0TKa30yCTOMYUBOCTH B OECIIPOBOTHBIX CETSIX

Pesxxumbl paboThI M OpraHu3aliys NUTaHus Toyek goctynaCerMenTalys 6ecrpoBOIHON CeTH

Hacrpoiika Q0S

[ToctnpoexTHOE 0OcnenoBanue u rectupoBanue cetnCoznanue ACL-criucka

Ha6mronenue 3a tpadukom B cetn VLANOmMpenenenre ysi3BUMbIX MECT CETH

Peanuzanus ¢pynkuuit odecrieuenus: 6e3onacHoCTH nopTa KommyraropallccnenoBanue Tpaduka

Coznanue cTpyKTypbl ceTH opranuzannu OnpeneneHue TeXHUYECKuX TpeboBaHuit MOHUTOPUHT MPOU3BOIUTEIBHOCTH
cetu Co3gaHue auarpammsl jorudeckoit cetu [loaroroska k oocnenoBanuio oobvexta O6cneaoBaHNe 30HbI OECITPOBO/I-
HOM cBs3uPopMyTMpoBKa O0IIUX 1eel mpoekta Pa3padboTka TpeboBaHMil K CETH

AHanu3 CylecTBYIOLIEH CETH

Ompenenenne XxapakTePUCTUK CETEBBIX MPHIIOKEHUIAHAIN3 ceTeBOro Tpaduka

Omnpenenenue NpuOpUTETHOCTHU Tpaduka M3ydeHne kauecTBa oOocayxuBaHus ceTu VccienoBanue BIUSHUS BUICOTpa-
¢duKa Ha ceTh

Omnpenenenre NOTOKOB Tpaduka, IOCTPOSHUE TUarpaMM NOoToKoB TpadukallppuMeHeHne MPOeKTHBIX OrpaHUYCHUN
Onpenenenre NPOEKTHBIX CTPATErHi ISl TOCTHXKEHUS MaciiTabupyemoctuOnpeieieHle CTpaTeruil MoBbIIeHUs 10-
CTYITHOCTH

Omnpenenenue TpeOboOBaHMM K 00eCIIeYeHNIO 0€30IMaCHOCTH

Pazpaborka ACL-crinckoB i1 peanu3anii HabopoB MmpaBmil MekceTeBoro skpanallcnions3oBanue CIDR ams obecrie-
YeHUs] 00beTUHEHHS] MapIIPYTOB

Omnpenenenue cxemsl [P-anpecariuun Onpenenenue konmmuecTBa [P-cereit Co3nanue TaOIUIIB Tl BEIICTICHUS aJpecoB
CocraneHne CXeMBbl CETH

AHanu3 11aHa TECTUPOBaHUS U BblIIOJIHEHUE TecTa Co3aaHue M1aHa TECTUPOBAHUS JUIsl CETH KoMIuleKca 3nanuilIpo-
€KTUPOBAaHNUE BUPTYAJIbHBIX YACTHBIX CETEMN

be3zonacHas nepenaya JaHHBIX B OECIIPOBOHBIX CETSIX

Cucremarndeckast mpopabOTKa KOHCIIEKTOB 3aHATHN, yUeOHOUM U CTICIIUATBbHOM TEXHUYECKOH JIUTEpaTyphl (110 BOIIPO-
caM K naparpadam, riiaBaMy4eOHbIX TOCOOHI, COCTAaBIEHHBIM IPENoIaBaTeseM)

[ToaroroBka K MpakTUYECKUM padOTaM C HCIOIb30BAaHHEM METOIUYECKUX PEKOMEHAALNN MpenoaaBares, opopmie-
HUE NPAKTHYECKUX PabOT,0TYETOB K UX 3aIlUTE.
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Koncyabranumn

IIpome:kyrounas arrecrauus mo MIK 01.05 B popme 3x3amena

Y4yeOHasi NpaKkTHKA.

Buasr pabot

YcTaHoBKa NPOrpaMMHOT0 00ECTIeYeHUsI B COOTBETCTBUU C TEXHUYECKON IOKyMEHTAlUEH.

Hacrpoiika napameTpoB pa00ThI IPOrpaMMHOI0 00ECII€YEeHNUs], BKIFOYasi CHCTEMBI YIIPABICHUS Oa3aMH JaHHbIX.
Hactpolika KOMIIOHEHTOB MOICUCTEM 3aLIUTHI HHPOPMALIUY OTIEPALUOHHBIX CHCTEM.

VYpaBieHue y4eTHbIMU 3alUCAMU TTOJIb30BaTENCH.

Pabota B onepaniMoOHHBIX CHCTEMax ¢ COOJIIOCHUEM JIEHCTBYIOUINX TPEeOOBaHMIA MO 3auIuTe HHPOPMAIIUH. Y CTaHOBKA
O0OHOBJICHHUS TTPOTPAMMHOTO 00€CTICUCHHUSI.

KoHTposb 11€710CTHOCTD NOJCUCTEM 3aIUTH MH(POPMAIMK ONEPALIMOHHBIX CUCTEM.

BrinonHenue pe3epBHOTO KOMUPOBAHUS U aBAPUITHOTO BOCCTAHOBJICHUS pabOTOCIOCOOHOCTH ONEPAIIMOHHON CHCTEMBI
u 0a3bl 1aHHbIX Vcnoabp30BaHue MPOrpaMMHBIX CPEICTB Ui apXxuBHpoBaHus uHdopManuu.lIpoenenue aynura 3a-
LIUIIEHHOCTH aBTOMAaTU3UPOBAHHONCUCTEMBI.

YcTaHOBKa, HACTPOMKA U DKCILTyaTalUsl CETEBBIX ONEPALIMOHHBIX CUCTEM.

JIMarHOCTHKA COCTOSIHHS ITOJICUCTEM 0€30IaCHOCTH, KOHTPOJIb HATPY3KH U PEKHMOB pabOThI CETEBOI ONeparimoHHON
cucreMbl.Opranu3anus padoT ¢ ylaleHHbIMU XpaHWIUILAMH JaHHBIX U 0a3aMU 1aHHBIX.

Opranu3zanys 3alMILIEHHON NTepeiady JaHHBIX B KOMIIBIOTEPHBIX CETSIX.

BeinonHenne MOHTaxa KOMIBIOTEPHBIX CETEH, OpraHu3ays 1 KOHPUTypHUpOBaHUE KOMITBIOTEPHBIX CETEH, yCTaHOBIIE-
HUE U HacTpoHKanapaMeTpOB COBPEMEHHBIX CETEBBIX IIPOTOKOJIOB.

Ocy1iecTBieHNE TMarHOCTUKH KOMITBIOTEPHBIX CETEH, ONpeiesICHNe HEMCIIPAaBHOCTEW U cOOEB MOJICMCTEMBI Oe3011ac-
HOCTH U yCTPaHEHUEHEUCIIPABHOCTEH.

3anoyiHeHHE OTYETHOM JJOKYMEHTAIMH 110 TEXHUYECKOMY 00CTYKHMBAHHUIO U PEMOHTY KOMITbIOTEPHBIX CETEH.

72

IIpon3BoacTBeHHasi NPAKTHKA (110 MPO(HIIO CIIEeNHAJILHOCTH).

Bunst pabort:

VY4acTue B yCTaHOBKE U HACTPOIKE KOMIIOHEHTOB aBTOMAaTU3UPOBAHHBIX (MH(POPMALIMOHHBIX) CUCTEM B 3aILUILIEHHOM
WCTIOJTHEHUHU BCOOTBETCTBHHU C TPEOOBAHUSAMH IKCILTYyaTAIIMOHHON JTOKYMEHTAIUN

OO0cnyXMBaHUE CPEICTB 3AIUTHI HHPOPMALIUU MPUKIIAIHOTO ¥ CUCTEMHOTO NporpaMMHoro odecnedenussHactpoiika
MIPOrPaMMHOT0 0OecrieueHus ¢ COONI0IEHHEM TPEeOOBaHHH 110 3alIUTe HHPOPMAITUT

Hacrpoiika cpencTB aHTUBUPYCHOM 3aIIUTHI I KOPPEKTHON pabOThI MPOTPaMMHOTO 00€CTIeUeHHUsI 110 3aIaHHBIM 1T1a0-
noHaM MHCTpyKTaxX 1oab30Baresei o coOmoaeHn TpeOoBaHUH 10 3aIuTe HH(OpMAIMK TPU padOTe ¢ MPOTPaMMHBIM
obecneyeHneMHacTpolika BCTPOEHHBIX CPEACTB 3alUThl HHGOPMALUU IPOTPAMMHOIO 00ECTIEUEHHUS

ITpoBepka (pyHKIIMOHUPOBaHUS BCTPOSHHBIX CPEACTB 3aIllIUThl HH(POpMALUU IPOrpaMMHOro odecreueHusiCBOeBpEMEH-
HO€ OOHapyKEHHE MPU3HAKOB HAJIMYUS BPEJOHOCHOTO ITPOrpaMMHOI0 00ecreueHus

OO6cny)XxMBaHUE CPEICTB 3aIIUTHI HH(POPMAIIUU B KOMITBIOTEPHBIX cucTeMax U ceTsaxOOcCy>KuBaHHE CUCTEM 3aIIUTHI

180
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nH(OpMaLIUY B aBTOMAaTU3UPOBAHHBIX CHCTEMAX

VYyacTue B IpOBEICHUH PETIIAMEHTHBIX Pa0OT MO AKCIUTyaTaIlliy CUCTEM 3aIlUThl HH(OPMAITUU aBTOMaTU3HPOBAHHBIX
cucremlIpoBepka pabOTOCIIOCOOHOCTH CUCTEMBI 3aLUTHI HH(POPMAIIUK aBTOMATU3UPOBAHHOM CUCTEMBI

KoHTposb cooTBETCTBUS KOHPUTYpAIIUK CUCTEMBI 3alTUTHI HHPOPMAIIMA aBTOMATH3WPOBAHHOW CHCTEMBI €€ IKCILTya-
TalMOHHON JOKYyMEHTAanuKOHTPOIb CTAOUIFHOCTH XapaKTEPUCTUK CUCTEMBI 3aIIUThI HH(OPMAILIUU aBTOMATHU3HPO-
BaHHOM CHUCTEMBI

Benenne TexHuueckon JOKyMEHTAITUH, CBI3aHHOM C AKCIUTyaTaIlleld CUCTEM 3aIUThl HH(OpPMAIIU aBTOMaTU3UPOBaH-
HBIX CHCTEM Y4YacTHe B paboTax 1Mo 00CCIICUCHHIO 3l Thl HHPOPMAIIMH MPH BBIBOJE U3 IKCILTyaTalll aBTOMATH3UPO-
BaHHBIX CHCTEM

KouncyabTanus 6
JK3aMeH (KBaIM(PUKANMOHHBIN) MO0 NPO(eCcCHOHATBLHOMY MOYJII0 6
Bcero 852
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4. YCJIOBUS PEAJIM3ALIMU ITPOTI'PAMMBbI

MMPO®ECCHUOHAJIBHOI'O MOAYJIA

4.1 TpeGoBaHUSA K MUHMMAJIbHOMY MAaTEPHAJIbHO-TEXHUYECKOMY 00ece4eHH 0

Peanuzanus nporpammel [IM.01 DxcrmyaTarius aBTOMaTH3UPOBAHHBIX (MHGOPMAIIMOHHBIX) CHCTEM
B 3AIIMIICHHOM UCIOJHEHHUHM MPEAToaraeT Hanuyue yyeOHoro kabunera, jaboparopuii nHpopMaInoH-
HBIX TEXHOJOTHH, MporpaMMHpoBaHHs M 0a3 JAaHHBIX, CETE€H U CUCTeM Imepefauyd HWH(opmauuu, Mmpo-
IPaMMHBIX U TIPOTPAMMHO-ANTAPATHRIX CPEJICTB 3aIUTHl HHPOPMAIIHH.

O6opynoBanue yueOHOr0 kKabrHETa U pabOYnX MEeCT KaOMHeTa:

pabouee MecTo IpernoaBaTes;

MI0CAJI0YHbIE MECTa JJIS1 00YJaIOIIUXCS;

ayJMOBU3YaJIbHBIN KOMILIEKC;

KOMILIEKT 00y4aromiero MaTepuaa (KOMIUICKT pe3eHTalni ).

O6opynoBanHue 1a00paTOPUH M pabodnx MECT JTJabopaTopuu HHHOPMAITMOHHBIX TEXHOJIOTHH,
IPOTPaMMHUPOBaHUS U 0a3 TaHHBIX:

paboune Mecta Ha 6a3e BHIUMCIUTEIBHON TEXHUKH, MOAKIIOYCHHBIE K JJOKaIbHON
BBIUMCIUTENBHOM ceTu U NHPOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHOM ceTu HTepHeT;
JTUCTPUOYTUB YCTaHABIMBAEMOMW OTICPAIIMOHHON CUCTEMBI,

BUpPTYyaJIbHasi MaIlIMHA JUIst pa0OThI C ONEPAIMOHHON CUCTEMOM (TUIIEPBU30D);

CYB/J;

CASE-cpencTBa 111 IpOSKTHPOBAaHHUs 0a3bl TaHHBIX;

MHCTPYMEHTAJIbHAS Cpefia IPOrpaMMHUPOBaHUS;

MAaKeT NPUKIIAHBIX IPOTPaMM.

O6opynoBanue 1a00paTOpUH U PabOUNX MECT JIaDOPATOPHUH CETEH U CHCTEM Tiepeaadn HHPpOopMaInu:

paboune mecta Ha 6a3e BBIUUCIUTEIBHON TEXHUKH, TOAKIIOYEHHBIE K JJOKaIbHON
BBIYUCIIUTENILHON CETH U MHPOPMALMOHHO-TEJIEKOMMYHHUKAIIMOHHON ceTu HTepHeT;
CTEH/IbI CETEN Mepeaaun JaHHbIX;

CTPYKTYpHUpOBaHHas KaOelbHas CHCTEMa,

IMYIATOP (AMYJATOPHI) AKTUBHOT'O CETEBOTO 000PYI0BaHMS;

MIporpaMMHOE 00eCTIeYeHUE CETEBOTO 000PYIOBAHUS.

O6opynoBanue 1adopaTopuu U paboOYUX MECT J1a0OPaTOPUN MPOTrPAMMHBIX U IPOTPAMMHO-aNIapaTHBIX
CPEICTB 3aINTH HH(pOpMannu:

paboune Mecta Ha 6a3e BHIUMCIUTEIBHON TEXHUKH, MOAKIIOYCHHbIE K JJOKaIbHON
BBIUUCIIUTENILHON CETH U MHPOPMALIMOHHO-TEJIEKOMMYHHUKAIIMOHHOHN ceTn HTepHeT;
AQHTUBHUPYCHBINA IPOTPAMMHBIN KOMILIEKC;

IPOrpaMMHO-aIlNapaTHbIe CPEACTBA 3aIUThI HHPOPMALMKM OT HECAHKIIMOHUPOBAHHOTO JI0CTYIIA,
OJIOKMPOBKH JIOCTYIIA M HAPYIICHUS IIETOCTHOCTH.
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4.2 UndopmanuonHoe odecriedenne 00yueHust (mepeueHb peKOMEHIYEMbIX YIEOHBIX U3anuid, H-
TEPHET-PECYPCOB, AOMOJHUTEIBHON JIUTEPATYPHI)
OcHOBHbIE HCTOYHUKH
s npenogasarenen
1. XKnanos C.A., IBanosa H.1O., Mansxuna B.I". OniepaiinoHHbIe CUCTEMBI, CETH U HHTEPHET-TEX-

Hosioruu — M.: U3parenbckuit neHTp «Akagemusi», 2014.

2. Koctpos b. B. , Pyukun B. H. Ceru u cucremsl nepenaun unpopmanuu — M.: M3natensckuit
LHeHTp «Akagemus», 2016.

3. Kypuno A.IL., Munocnasckas H.I'., CenatopoB M.}O., Tosncroit A.W. YipaBneHue puckaMUUH-
(dbopMaImoHHOK 06€30MacHOCTH. - 2-¢ m3/.- M.: ['opsiaas nuaus-Tenexom, 2014.

4. MenwsuukoB [[. UadopmarmorHas 6€30macHOCTh OTKPHITHIX cucTeM.- M.: @opym, 2013.

5. Omudep B., Omudep H. KomneroTepusie ceTu. [IpuHIMIBI, TEXHOIOTHH, MPOTOKOJIBI. Y UYeOHUK,
5-¢ uznanue — [urep, 2015.

6. Cunuuein C.B. , baraes A.B. , Hamorun H.}O. Onepaunonnsie cucrtemsl — M.: M3narenbckuit
LEeHTp «Akagemus», 2013.

7. Ckpumnauk J[. A. OOGmiue BONpockl TEXHUYESCKOH 3aIUThl HHpOpMAIIUU: yueOHOe mocoowue /
Cxpunnauk /1. A. —-M.: UaTtepret-YuuBepcurer Madopmanumonnsix Texunonoruit (MHTYUT), 2016.

8. Tanenbaym 3., Ya3eposr JI. Komnbrorepusie cetu. 5-¢ uzn. — [urep, 2013.
s oOyqaromuxcs:
1. Knanos C.A., UsanoBa H.1O., Mansxuna B.I'. OnepaninoHHbBIE CUCTEMBI, CETU U HHTEPHET-TEX-

Honorun — M.: M3narenbckuii eHTp «Akaaemus», 2014.

2. Koctpos b. B. , Pyukun B. H. Cetn u cucremsl nepegaun nndopmanuu — M.: Mznarensckuii
HeHTp «Akagemus», 2016.

3. Kypuno A.IL., Munocnasckas H.I'., CenatopoB M.}O., Tosncroit A.W. YipaBneHue puckaMUUH-
dhopmarmoHHoM 0e301acHOCTH.- 2-¢ u31.- M.: ['opsuas muauns-Tenekom, 2014,

4. MenbuukoB /. MndopmarronHast 6€301macHOCTh OTKPBITHIX cucTeM.- M.: @opym, 2013.

5. Omudep B., Omudep H. Komnberotepusie ceTu. [IpuHIMIIBI, TEXHOJIOTHH, MPOTOKOJBI. Y YeOHUK,
5-e¢ uzmanme — [utep, 2015.

6. Cunnnpia C.B. , baraes A.B. , Hamrotun H.IO. Onepammonnsie cucremsl — M.: U3nparenbckuit
HeHTp «Akanemusi», 2013.

7. Ckpumnauk J[. A. OGIpe BOMpoCkl TEXHUYECKOH 3aIUThI HHGOpMaLKU: yaeOHoe mocoowue /
Cxpunnauk /1. A. —-M.: UaTtepret-YuuBepcuter Madopmanumonnsix Texunonoruit (MHTYUT), 2016.

8. Tanenbaym 3., Ya3epost I. Komnbrorepusie cetu. 5-¢ uzn. — [urep, 2013.

JlomosiHUTE/IbHbIE HCTOYHUKH:
Jns mpenogaBareneit
1. Be3ooroB A.A., flkoBneB A.B., MaptembsinoB HO.®D. be3omacHOCTh onepanroHHbIX CUCTeM. M.:

TI'enmmoc APB, 2008.

2. bopucoB M.A. Oco0EHHOCTH 3alIUTHl MEPCOHATBHBIX TAHHBIX B TPYIOBBIX OTHOIICHHSX. M.:
JIubpokom, 2012. — 224 c.

3. bpoiino B.JI. Beruucnurenbable CHCTEMBI, CETH M TEIEKOMMYHUKAIUW: Y YEOHHK TSI BY30B. 2-€
u3. - CII6.: ITutep, 2006 - 703 c.

4. I'yoenkoBA.A.MudpopmanrorHas 6€301MaCHOCTh BBIYHCIUTEIbHBIX ceTel: yueh. mocodue / A. A.
['y6enkos. - Capartos: CI'TY, 2009. - 88 c.

5. Heiitren X. M., Heitren I1. Ix., Yoduec . P. Onepanmonnsie cucrembl. Yacts 1. OcHOBBI U
npuHImbel — M.: burom, 2011. — 1024 c.
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6. Heiitren X. M., Jei#iten I1. k., Hoduec 1. P. Onepanmonnsie cuctemsl. Yacts 2.Pacnipenenen-
HBIE CUCTEMBI, CeTH, Oe30macHocTh — M.: bunom, 2011. — 704 c.

7. WBanoB B.U., 'opnuenko B.H., ITonos I'.H. LludpoBsie 1 aHATIOrOBbIE CUCTEMBI IIEpEIaUH:
VYuebnuk.-M.: 'opsiaast muaus-Tenexkom., 2008

8. Koduep M., Linux. ITomHoe pykoBoactso — [Turep, 2011. — 800 c.

9. KynakoB B.I'., I'arapua M.B., u ap. UadopmanrionHas 6€30MaCHOCTh TEICKOMMYHHKAIIMOHHBIX
crucTeM. YueoHoe rmocodue.-M.: Pagno u cBs3b, 2008

10. Jlamonuna O.P. OcHOBBI ceTeBOI 0€30MacHOCTH: KPUITOTpaPUUECKUE aTOPUTMBI U TPOTOKOJIBI
B3aMMOJICHCTBUS: YueOHOoe mocodue.- 2-¢ u3., ucnp.- M.: Uatepuer-Yuusepcuter UT; BUHOM. Jla6o-
patopus 3HaHuil, 2007.- 531 c.

11. Mak-Knap C., Cxkem6peii x., Kyprir . Cexpersl xakepoB. bezonacHocTh ceTeil — roToBbIE pe-
meHus, 4-¢ u3n. — M.: Banbsamc, 2004, — 656 c.

12. Mamok A.A., ITasu3un C.B., [Toroxxun H.C. BBenenue B 3amurty nHbOpMaIuu B aBTOMaTH3H-
poBaHHBIX cuctemax: Yueb. [Tocobue nist By30B.- 3-¢ uza., crep. M.: [N'opsiuas muaus, 2005.- 147 c.

13. Iapteika T. JI., [TonoB U. U. OnepaninoHHbIe CUCTEMBI, CPEIBI K O00JIOUKH: yuel. TOoC. IS CTY-
nentoB CITO — M.: ®opym, 2013. — 544 c.

14. TInaronos, B. B. IlporpamMHo-anmnapaTHbie cpecTBa odecneueHnst MH(popMarmonHon Ge3ormac-
HOCTH BBIYHMCIIMTEIIBHBIX ceTei: Yuel. mocobue it cryn. Beicul. y4eO. 3aBeaenuii / B. B. [lnaronos. —
M.: Akagemus, 2006. — 240 c.

15. PyccunoBuu M., Conomon /[l., Buyrpennee ycrpoiictBo MicrosoftWindows. OcHoBHBIE OCH-
CTEMBI OllepallMOHHOM cuctemsl — [Iutep, 2014. — 672 c.

16. CeBepun B. Kommekcnas 3ammura napopmanuu Ha npeanpustau. M.: T'oponernr, 2008. — 368
c.

st oOyqaromuxcs:
. be3doroB A.A., flkoBneB A.B., MaptembsinoB H).®D. be3omacHocTh onepanuoHHbIX cuctem. M.:['ennoc

APB, 2008.

2. bopucoB M.A. Oco0eHHOCTH 3alUThl NMEPCOHATBHBIX JAHHBIX B TPYAOBBIX OTHOIIEHHUAX. M.:
JIn6poxom, 2012. — 224 c.

3. bpoiino B.JI. BeruucnurenbHble CHCTEMBI, CETH M TEIEKOMMYHUKAIUU: YYEOHHK TSI BY30B. 2-€
u3. - CII6.: ITutep, 2006 - 703 c.

4. T'yoenkoBA.A.MH(popManmoHHas 0€301MacHOCTh BBIYMCIUTEIbHBIX ceTeil: yued. mocodue / A. A.
I'y6enkos. - Caparos: CI'TY, 2009. - 88 c.

5. Heiitren X. M., Heitren I1. Ix., Yoduec . P. Onepanmonnsie cucrembl. Yacts 1. OcHOBBI U
npuHIUbel — M.: burom, 2011. — 1024 c.

6. Heiitren X. M., Jeiiten I1. k., Hoduec 1. P. Onepanmonnsie cuctemsl. Yacts 2.Pacnipenenen-
HBIE CUCTEMEI, ceTH, Oe3omacHocTh — M.: bunom, 2011, — 704 c.

7. Usanos B.U., 'opauenko B.H., ITomos I'.H. [{udpoBbic u aHamoroBeie CUCTEMBI TIEpEIavn:
VYuebnuk.-M.: 'opsiaast muaus-Tenexkom., 2008

8. Koduep M., Linux. ITomHoe pykoBoactso — [Turep, 2011. — 800 c.

9. Kynako B.I'., I'arapua M.B., u ap. UadopmanrionHas 6€30MaCHOCTh TEIEKOMMYHHKAIIMOHHBIX
cucTeM. YueoHoe rmocodbue.-M.: Pagno u cBs3p, 2008

10. Jlamonuna O.P. OcHOBBI ceTeBOI 0€30MacHOCTH: KPUITOTpaPUUECKUE aTOPUTMBI U TPOTOKOJIBI
B3aMMOJICHCTBUS: YueOHOe mocodue.- 2-¢ u3., ucnp.- M.: Uatepuer-Yuusepcuter UT; BUHOM. Jla6o-
patopus 3HaHuil, 2007.- 531 c.

11. Maxk-Kmap C., Ckem6peit k., Kyptir [[. CexpeTsr xakepoB. be3omacHOCTb ceTeil — TOTOBBIE pe-
meHus, 4-e u3n. — M.: Bunesamc, 2004. — 656 c.
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12. Mamiok A.A., [Masusun C.B., [Toroxun H.C. Beenenue B 3ammty uHQOpPMAIIUU B aBTOMATU3HU-
poBaHHBIX cucTemax: YueO. [Tocobue miist By30B.- 3-¢ u3f., crep. M.: 'opsiuas nunus, 2005.- 147 c.

13. Iapreika T. JI., ITonos U. . OnepannoHHbIe CUCTEMBI, Cpellbl U 000JI0UKU: yued. moc. s CTy-
nentoB CITO — M.: ®opym, 2013. — 544 c.

14. TInatonos, B. B. IIporpammHo-amnmapaTHbie cpencTBa obecrneueHust HGOpMaImoOHHOM O6e30mac-
HOCTH BBIYHCIIMTENBHBIX ceTeil: Yueb. mocobue s cTya. Beicil yueO. 3aBeaenuii / B. B. Ilnaronos. —
M.: Axkagemus, 2006. — 240 c.

15. PyccunoBuu M., Conomon /1., Buyrpennee ycrpoiictBo MicrosoftWindows. OcHoBHbIe ToicH-
CTEMBbI oniepanMoHHoN cucteMbl — [Tutep, 2014. — 672 c.

16. Cesepun B. KommnekcHas 3ammra nadopmarmu Ha npeanpustud. M.: Toponer, 2008. — 368

17 Bormpocsr kubep6ezonacuoctu. Hayunbrit, nepuoanyaeckuii, ”HGOpMaInOHHO-METOINIECKUM
KypHaJ ¢ 6a30BOM crienanu3aiuel B ooactu nHpopMannonHoi 6ezonacHoctu.. URL:
http://cyberrus.com/

18 bezonacHocTh MH(GOPMAIMOHHBIX TeXHOJOTHHA. [lepuoauueckuii pereH3npyeMblii HayqHbIH
xypuan HUSY MU®U. URL: http://bit.mephi.ru/
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4.3 O0mue TpeOGOBAHUA K OPraHU3aANUM 00Pa30BaATEJILHOIO Mpolecca

Ocsoenne [IM 01 Dxkcmmyaramusi aBTOMaTH3WPOBAaHHBIX (MH(GOPMAIIMOHHBIX) CUCTEM B 3alUIIEHHOM
WCTIOJTHEHUH TPOU3BOJUTCSA B COOTBETCTBUU C Y4eOHBIM Iu1aHOM mo crerpanbHocTH 10.02.05 OGecnieuenue
MH(POPMAIIMOHHOIN 0€30MacHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM M KaJICHIAPHBIM T'paUKOM, YTBEP>KICHHBIM
nupektopoM OO.

I'paduk ocBoenus [IM 01 Dkcrmyaramusi aBTOMaTH3UPOBAHHBIX (MH(OPMAIIMOHHBIX) CUCTEM B 3alllH-
IIEHHOM MCIIOJIHEHMH Tpeanojaraer nocinenosatenbHoe ocBoeHne MJIK 01.01 OmnepanuoHHbIE CHCTEMBI,
MJIK 01.02 ba3sr ganueix, MJIK 01.03 Cetu u cucremsl nepenaun napopmanuu, MJIK 01.04 01 Dkcruryara-
AT aBTOMATU3UPOBAHHBIX (MH(POPMAIIMOHHBIX) cUCTeM B 3amuménnom ucnomnennn, MJIK 01.05 Dxcrmya-
Talysl KOMIBIOTEPHBIX CETEH, BKIIIOUAIOIIUX B ce0s KaK TEOPETHYECKHE, TaK U J1a0OpaTOpHO-IIPAKTUUYECKHE
3aHATHUS.

Ocgoennto IIM 01 DkcmyaTanus aBTOMaTU3MPOBAHHBIX (MH(POPMALMOHHBIX) CUCTEM B 3allUIIEHHOM
WCIIOTHEHUH TIPEJIIIECTBYET 00s3aTenbHOe n3ydeHue ydeOHbix aucturuima OI1.03 OCHOBBI alropuTMHU3ANH
U IPOTrPaMMHUPOBAHHU.

B nponecce ocBoenus [IM 01 DkcryaTtanus aBTOMaTU3UPOBAHHBIX (MH(GOPMALIMOHHBIX) CUCTEM B 3a-
MMIIEHHOM HCIOJIHEHUH TMPEIoaracTcs MpoBeIeHUE TEKYIIEr0 KOHTPOJIS 3HAaHUN, YMEHUH Y 00yJaromux-
csi. BeInmonHeHne MpakTHYECKUX 3aHATHH padoT SBISIETCS 00s13aTenbHOM sl Bcex oOydaromuxcs. Hamuuue
OLIEHOK IO IpakTu4yeckuM 3aHiaTuaM (I13) sBngercs muid kaxaoro cryfeHTa ods3arenbHbIM. B ciyuae orcyt-
CTBHSI OIICHOK 3a [I3 cTyieHT He JomycKaeTcs 10 CAayy KBaM(UKaMOHHOTO K3aMeHa 1o [IM.

C uenpo OKa3aHUs MOMOIIY O0YYAIOIIUMCS TIPU OCBOCHUH TEOPETUYECKOT'0 U MPAKTUYECKOI0 MaTepHa-
J1a, BBIIIOJHEHMsI CaMOCTOSITENIbHOW pabOThl pa3pabaThIBAlOTCS y4€OHO-METOIUYECKUE KOMIUIEKCHI Ui CTY-
JICHTOB (KEHCHI CTYJICHTOB).

C 1menp0 METOJMYECKOro oOecreueHus] MPOXOXKACHUS y4yeOHOM W/WMIHM MPOU3BOACTBEHHOW MPAKTUKU
(manee - YII/IIII), BEIIOTHEHHS KYpPCOBOTO MPOEKTa/KYypCOBOM pabOThl pa3pabaThIBalOTCs METOAUYECKHE pe-
KOMEHIaluu 115 CTyaeHToB 1o BeinmojHennto KP/KII, mpoxoxnenuro YII/TIII.

[Tpu ocBoennu [IM KoHCYIBTalIUM POBOASTCS COTJIACHO IpaduKa MPOBEACHUS KOHCYJIbTAINI
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5. KOHTPOJIb 1 OLHEHKA PE3YJIbTATOB OCBOEHMUAA
MMPO®ECCHUOHAJIBHOI'O MOAYJIA

Pe3yabTaThl

(ocBoeHHBIE TpOdeccuo-

HaJbHBIE H 00IIIMEe KOM-
NneTeHnn)

OcCHOBHBIE MOKA3aTEJIH
OIIeHKH pe3yJbTaTra

DopMbI 1 METOABI
KOHTPOJISI M OLlEHKH

IIK 1.1. ITponsBoauTs
YCTAHOBKY U HACTPOUKY
KOMITOHEHTOB aBTOMa-
TU3UPOBAHHBIX (MH-
(hopMaIMOHHBIX ) CH-
CTEM B 3allUIIEHHOM
WCIIOJIHEHUU B COOTBET-
CTBUHU C TPEOOBAHUSIMU

JleMOHCTpHUpOBaTh yMEHUs
YCTAHOBKHU U HACTPOUKHU
KOMITOHEHTOB aBTOMAaTH3HU-
pOBaHHBIX (MH(POPMAITMOH-
HBIX) CUCTEMB 3alIUIICHHOM
UCIIOJTHEHUUB COOTBETCTBUU
¢ TpeOOBaHMUAMH HKCILTyaTa-
IUOHHOM TOKYMEHTAIlUH1

YCTHBIH OITPOC,

9K3aMeH KBAIN()UKAIIMOHHBIN, KC-
HepTHOE HAOJIIO/ICHNE BBITTOJIHEHHS
NPaKTUYECKHUX padoT,

BBINIOJTHEHUS BUIOB pabOT HAa MPAKTHKE

AKCIUTyaTallMOHHOU

JOKYMEHTAI1H.

IIK 1.2. [IposiBneHne ymMeHuS U YCTHBIH OTpOC,
AJMUHUCTpPUPOBATH MPAKTUIECKOTO OTIBITA 9K3aMeH KBaTH(PUKAIIMOHHBIH, IKC-

MPOrPaMMHBIE U TIPO-
rpaMMHO- amnmnapaTHble
KOMITOHEHTHI aBTOMATH-
3upoBaHHOU (MH(DOpMa-
LIUOHHO) CUCTEMBI B
3alUIIEHHOMHUCITOJIHE-
HUU.

aJIMUHHCTPUPOBAHUS
MPOrPaMMHBIX U TIPO-
rpaMMHO-aIapaTHbIX
KOMIIOHEHTOB aBTOMATH-
3UpOBaHHOM (MHpOpMa-
LIUOHHOI) CUCTEMBI B 3a-
HIUIEHHOM
HCTIOJTHEHUH

MEPTHOC HaGHIO,Z[GHI/Ie BBITIOJTHCHU A
MPaKTUYECKUX padoT,
BBITIOJIHEHUS BUJOB pa60T Ha MMPAaKTHKE

IIK 1.3. ObecneunBaTh
6ecniepeboitHyI0 paboTy
aBTOMAaTH3MPOBAHHBIX
(uH(pOPMAITMOHHBIX )
CHCTEM B 3aIUIICHHOM
UCTIOJTHEHUH B COOTBET-
CTBUHU C TPEOOBAHHUSIMU
AKCIUTyaTallMOHHOU
JOKYMEHTAIIH.

[IpoBenenue nepeuns padoT
o obecrieueHuro decnepe-
0oifHON pabOTHI aBTOMATH-
3UpPOBAaHHBIX (MHpOpPMALIU-
OHHBIX ) CUCTEMB 3alHIICH-
HOM HCIIOJTHEHUHUB COOTBET-
CTBUH C TPEOOBAHUSIMU IKC-
IIJIyaTallHOHHOMN
JOKYMEHTALUU

YCTHBIN OIPOC,

9K3aMeH KBAIN()UKAIIMOHHBIN, IKC-
HepTHOE HAOJIIO/ICHNE BBITTOIHECHHS
NPaKTUYECKHUX padoT,

BBIIIOJTHEHUS BUIOB paboT HAa MPaKTHKE
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[IK 1.4. OcyiiecTBasiTh
MIPOBEPKY TEXHUIECKOTO
COCTOSIHUSI, TEXHUUECKOE
00CITy>)KUBaHHE U TEKY-
U PEMOHT, YCTPaHATh
OTKa3bl U BOCCTAHABIIU-
BaTh pabOTOCIIOCO0-
HOCTh aBTOMaTH3UPO-
BaHHBIX (MHGOpPMAIIH-
OHHBIX) CUCTEM B 3aIllU-
IIEHHOM UCTIOJTHEHHH.

[IposiBNISITH 3HAHUS U yMe-
HUS B IIPOBEPKE TEXHUYE-
CKOT'O COCTOSIHUSI, IPOBEIe-
HHUH TEKYIIEro pEMOHTA U
TEXHUYECKOTO 00CITyKHBa-
HUs, B yCTPAHECHUH OTKA30B
¥ BOCCTAaHOBJICHUH pabOTO-
CIIOCOOHOCTH aBTOMAaTHU3HU-
pOBaHHBIX (MH(POPMAITMOH-
HBIX) CHUCTEMB 3allITMIIICHHOM
UCIIOJTHEHUH

YCTHBIN OIPOC,

9K3aMeH KBAJIN()UKAIIMOHHBIN, SKC-
HepTHOE HAOJIIO/ICHNE BBITTOJIHEHHS
NPaKTUYECKHUX padoT,

BBINIOJTHEHUS BUIOB pabOT HAa MPAKTHKE
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6. JUCT U3BSMEHEHUWH 1 JOTNTOJTHEHU,
BHECEHHBIX B PABOUYYIO ITIPOTPAMMY ITPO®ECCHUOHAJBHOI'O MOJIYJISA

Ne Jdata BHeceHust BHecéHHble U3MEHEHUS Ne
n/n HU3MEeHeHUusl CTPaHMLbI
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7. JUCT AKTYAJIN3AIIMA PABOYEH TPOT'PAMMBI

Jara akryanu-
3alun

Pesynbrarh! akTyanusanuu

®UO u noanuck JIMIa, OTBET-
CTBEHHOTO 32 aKTyaJIU3aIHI0
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INPUJIOXEHMUE 1
K paboueii mporpamme 1M
I[IM 01 Dxcruryaranys aBTOMaTH3UPOBAHHBIX (MHOOPMAIIHOHHBIX) CUCTEM B 3AIIMIIEHHOM HCIIOJIHEHUHN

IJIAHUPOBAHUE YUYEBHBIX 3AHATUI
C UCITIOJIb3OBAHUEM AKTUBHBIX I UHTEPAKTUBHBIX ®OPM

N METOJ0OB OBYUEHUSA
Ne AKTHBHbBIE U MH-
Kon ¢popmupy-
n/n Tema yueOHOro 3aHATHS TepaKTHBHbIE
eMbIXKOMIIe-
(opmMbI U MeTOABI .
TeHIHu i
00y4eHust
1. [Mepernocumocts OC. MammaHO-3aBUCHMBIe MoayH | Ypok mpeseHTtanust | OK 01, 02, 04, 03,
OC. 3agaun OC 1o ympaBJeHHUIO OTepaIisIMHA BBOIa- IIK 1.1
BBEIBOJA. MHOTOCIOMHAs MOJEIb MOACUCTEMEI BBOJA-
BbIBOJIA. [{paiiBepsl. [lognepkka onepanuii BBo1a-
BBIBO/JIA.
2. Ob6naunsle TexHoaoruu. Mccnenosanus B ob6mactu CeMUHAp OK 01, 02, 04, 03,
BUPTYaJIU3aIH U 00JIaKOB IIK 1.1
3. Monenu naHHbIX. Mepapxudeckue, CeTeBbIC H paboTa B MaJIbIX OK 01,02,03,04, 07,
PENSIIIMOHHBIC MOJICTTN OPTraHU3alluHU JTaHHBIX. rpymnmnax K 1.2
[TocTpensiroHHbIE MOIETHN TaHHBIX
4, CASE-cpenctBa, CASE-cucrema u CASE- CEMUHAap OK 01,02,03,04, 07
TEXHOJIOTHSI. K 1.3
5. ApPXUTEKTYpBI KIIUEHT/cepBep. VYpoxk ¢ anementamu | OK 01-10, T1IK 1.4
poOJIEMHOTO
00y4YeHHs
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MNPUJIO)KEHHUE 2
K paboueii mporpamme npodeccronansHoro Moyt ocHoBHo# yactu @I'OC CITO

Benomocth cooTHeceHust TpeOGoBaHUii NPO¢eCCHOHATBHOIO CTAaHAAPTA
o npodeccuu 06.030 «Cnenuanuct mo 3ammre UHGOPMALUM B TeJIEKOMMYHUKANMOHHBIX CHCTEMAX H CETAX», 5 ypoBeHb KBadupukanuu u ®I'OC
C11o
no cnemuagabHocTu 10.02.05 O6ecneyenne MHPOPMANMOHHO 0€30MIACHOCTH ABTOMATH3UPOBAHHBIX CHCTEM

O?ﬁﬁlgg%ag gﬁ%‘ﬁ?ﬁgﬂiﬁ%ﬂﬂ Bun npoxbeccgltlg%blé(ﬁi (I)[eﬂTe.JIbHOCTI/I
CTAHAPT) ( )
®opmynupoBka OTO: ®opmynuposka BIL/I:
Beinonnenune komiuiekca Mep 1o odecnedenuto pynkunonuposanus CCCO | Dkcnayamayus asmomamuzupo8antvlx (UHGOPMAYUOHHbBIX) cucmem 8
(3a MCKJIFOUEHUEM CETEN CBA3M CIIELIMAIBbHOTO Ha3HAUEHUS) U CPELICTB UX 3QUUUEHHOM UCNOJHEHUU
zanutel oT HCJ,
Tpynosbie pyHKIUU K
VYcraHoBKa MpOrpaMMHBIX, TPOTrPaMMHO-aIapaTHIX (B ToM uncie kpunrto- | [IK 1.1, [IK 1.2, [IK 1.3, IIK 1.4
rpadM4ecKrx) U TEXHHUECKUX cpeAcTB U cuctem 3amuTel CCCO ot HCJL

Pe3ynbrarsl, 3asiBjIeHHbIE
B npodeccuoHaIbHOM Oopa3zoBareabnblie pe3yiabTarsl ®I'OC CITIO no IIM
cTa”jaapre

[IK 1.1. IIpon3BoauTh yCTAaHOBKY M HACTPOUKY KOMIIOHEHTOB aBTOMATU3UPOBAaHHBIX

VYcraHoBKa POrpaMMHBIX, (MH(OPMAIIMOHHBIX ) CUCTEM B 3alUILEHHOM HCIIOJIHEHUH B COOTBETCTBUU € TPEOOBAHUAMM KCIUTYaTalluOHHON JJOKYMEH-
IPOrpaMMHO-aNnapaTHHIX (B | TalHH.

TOM YHCJIe KpunTorpadpude-

CKHX) U TEXHUYECKUX [IK 1.2. AAIMUHUCTPUPOBATH IPOrPAMMHBIE U IPOTPAMMHO-aNIapaTHbIE KOMIIOHEHTHI aBTOMAaTU3UPOBaHHON (MH(OpMaIu-
CPEACTB U CUCTEM 3aLUThI OHHOI{) CHCTEMBI B 3aIIUIIECHHOM UCIIOJIHEHUU.
CCCO ot HCJI;

IIK 1.3. O6ecnieunBats 6ecniepeboiiHyI0 paboTy aBTOMAaTU3UPOBAHHBIX (MH()OPMAITMOHHBIX) CUCTEM B 3AIIUIICHHOM HC-
HOJTHEHUH B COOTBETCTBHH C TPEOOBAHMSIMH YKCILTYyaTAMOHHON TOKYMEHTAllu!
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Pe3yabTarsl, 3asiBJICHHbIC
B IIpo¢ecCHOHATIBLHOM
cTaHgapTe

OopaszoBareasnsblie pesyabrarsl ®I'OC CIIO o IIM

[1K 1.4. OcymiecTBasTh MPOBEPKY TEXHUUECKOTO COCTOSTHUS, TEXHUYECKOE 00CITYKUBAHUE U TEKYITUNA PEMOHT, YCTPAHSITh
OTKa3bl M BOCCTAHABJIMBATH PA0OTOCIIOCOOHOCTh aBTOMATH3UPOBAHHBIX (MH(OPMAIIMOHHBIX) CHCTEM B 3aIIUIIIEHHOM HUC-

ITOJIHCHHH.

TpynoBble nelicTBUA

IIpakTu4eckuii onbIT

3ajaHusi HA NPAKTUKY

CamocTrosiTesibHast padoTa

MonTax 00opynoBaHUs
CCCD;
[lepBuunas HacTpolika WU

npoBepka (PyHKIIMOHUPOBa-
ausg CCCD;

MomnTax IIPOrPaMMHO-
anmnapaTHeIX (B TOM 4YHCIE
KpUNTOTpapHUUECcKnX) U TeX-
HUYECKUX CPEACTB M CUCTEM
samutel CCCO ot HCJI;
VYcTaHoBKa MPOrpaMMHBIX U
MIPOrpaMMHO-AIIAPaTHBIX (B
TOM 4YHCJIe KpunTorpadude-
CKHX) CPEIICTB U CHUCTEM 3a-
mutel CCCO ot HC/J;
IlepBuuHas HacTpoWKa H
MmpoBepKa  (PyHKITMOHUPOBA-
HUS TPOTPAMMHBIX, IPO-
rpaMMHO-aIMapaTHBIX (B
TOM 4YHCJe KpUnTorpaduue-
CKHX) u TEXHUYECKUX
CPEACTB U CHCTEM 3allUTh
CCCD ot HCA

— YCTaHOBKH U
HAaCTPOMKH KOMIIOHEH-
TOB CHCTEM 3alUThI
uHpopmarun
ABTOMATHU3MPOBAHHBIX
(nHGOPMAITIOHHBIX )
CHUCTEM;
aJIMUHHCTPUPOBAHUS
ABTOMATHU3UPOBAHHBIX
CUCTEM B 3alllUIICH-
HOM

UCIIOJTHEHUH;

— DKCIUTyaTaIluu KOM-
MIOHEHTOB CUCTEM 3a-
HIUTH HTHPOPMAITUU
ABTOMATHU3UPOBAHHBIX
CHUCTEM;

YcTaHoBKa HpOrpaMMHOTO OOecreueHHs B COOTBET-
CTBHUU C TEXHUYECKON JOKYMEHTAIIUEH.

Hacrpoiika mapameTpoB paboThl IPOrpaMMHOT0 o0ec-
MEYEHHUs, BKJIIOYasi CUCTEMBI yIpaBiIeHUs OazaMu JaH-
HbIX. HacTpoiika KOMIIOHEHTOB IOJCHUCTEM 3aIlUTHI
uH(pOpMaLUU OTEPALIIOHHBIX CUCTEM.

VYIpaBieHre y4eTHBIMU 3aIlIUCSIMU 10JIb30BaTEIICH.
PaGoTa B omepanMOHHBIX CHCTEMax ¢ COOJIOJICHUEM
NeHCTBYIOIUX TpeOOBaHHM MO 3amuTe MHPOPMAIUH.
YcraHoBKka OOHOBJICHUSI TPOTPAMMHOTO 00€CTICUEHUS.
KoHTponb 11€0CTHOCTh MOACHCTEM 3alIUTHI UHGOP-
MalWH ONEPallUOHHBIX CUCTEM.

BrinonHenue pe3epBHOro KOMPOBAHUS U aBAPUIHOIO
BOCCTAHOBJICHUSI PabOTOCTIOCOOHOCTH OIEpaIriOHHON
cucTeMBbl U 0a3bl AaHHBIX VIcroyb30BaHUE MPOrpamMM-
HBIX CpEACTB Il  apXUBUPOBaHUA  HH(OpMa-
nuu.llpoBenenne ayaura 3alMILEHHOCTH aBTOMAaTH-
3UPOBAHHOW CHUCTEMBI.

VYcraHOBKa, HACTPOMKA U DKCIUTyaTalUsl CETEBBIX OIle-
PAlOHHBIX CUCTEM.

JIMarHoCTHKa COCTOSHUSI TOACHUCTEM O€30MacHOCTH,
KOHTPOJIb HArpy3KU U PEKUMOB pabOTHI CETEeBOM ore-
paumoHHO# cuctembl. Opranusanusi paboT ¢ yaaieH-
HBIMU XPAaHUJIMILAMU JaHHBIX U 0a3aMU JTaHHBIX.
Opranu3zanys 3aluIIeHHON epeaayy JaHHbIX B KOM-
NBIOTEPHBIX CETSIX.

BrinonHenue WHAMBUAYAJIBLHOTO 3aja-
Hug no teme «Hopmanuszanus otHomie-
Huit». [logroroBka pedepatoB Ha TeMy
«Pa3zBurue CYBJ» (KOHKpETHOM
CYB]).

BelltonHEHWE HMHIMBHUAYalIbHOTO 3aja-
Hus 1o TeMe «CozmaHue 0asbl NaHHBIX.
Co3nanue TaOJINII. Opranuzanus
MEXTAOJIMUHBIX CBsI3el» BhINoHEHHE
WHIUBHUIYaJIbHOTO 33JaHusl II0 TEMe
«Opranu3zaius 3arpocoBy.

BelntonHEHNE MHANBUAYAJIBHOTO 33/1aHUS
no teme «Co3aaHue Mmoyib30BaTeIbCKOTO
npunoxenus cpeactsamu CYBJI». Pas-
0Op CHMHTaKCHCa XPAaHUMBIX MPOLEAYp U
TPUITEPOB.

[ToaroToBka pedepatoB o teme «Opra-
HU3alUs U UCHOJIb30BAaHUE MEXaHU3MOB
3alUThl 0a3bl JAHHBIX).
CucremaTtndeckast mpopaboTKa KOHCIIEK-
TOB 3aHATHH, y4eOHOW W CIECIHAIBHON
TEXHUYECKOU JUTEpaTyphl (110 BOmpocam
K maparpadam, riaBaM y4eOHBIX TIOCO-
Owmii, COCTaBIIEHHBIM ITPETOaBaTelIeM )
[lonroroBka K MpakTUYECKUM padoTam ¢
MCIIOJIb30BAHUEM METOJUYECKUX PEKOMEH-
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Pe3yabTarsl, 3asiBJICHHbIC
B IIpo¢ecCHOHATIBLHOM
cTaHgapTe

OopaszoBareasnsblie pesyabrarsl ®I'OC CIIO o IIM

BrinonHeHne MOHTaka KOMIIBIOTEPHBIX CETEH, opra-
HU3aLUA U KOHQUTYPHUPOBAaHUE KOMITBIOTEPHBIX CETEel,
YCTAaHOBJIEHHE M HACTpOilKa MapaMeTpOB COBPEMEH-
HBIX CETEBBIX MPOTOKOJIOB.

Ocy1ecTBIeHHE TUArHOCTUKU KOMIIBIOTEPHBIX CETEM,
orpeziesieHue HEUCIPABHOCTEH M COOEB IMOACHCTEMBI
0€30MaCHOCTH U YCTpaHEHHE HEUCTIPABHOCTEH.
3anoJIHEHWE OTYETHOM JOKYMEHTAIlMU IO TEeXHUYe-
CKOMY OOCIIY)KHBaHUIO M PEMOHTY KOMIIBIOTEPHBIX
ceTel.

VYuyactrue B YyCTAaHOBKE UM HACTPOWKE KOMIIOHEHTOB aB-
TOMAaTHU3UPOBAHHBIX (MH(POPMAIIMOHHBIX) CHCTEM B
3alIUIEHHOM HCIIOJHEHUH B COOTBETCTBHH C Tpebo-
BaHUSMU HKCIUTYaTallHOHHOM TOKYMEHTALUH.
OO6cnyxuBaHHUE CPENCTB 3alIUTHl WH(GOpPMAIMU TPH-
KJIQJHOTO U CUCTEMHOT'0 IPOTPaMMHOT0 0OecrieyeHus
Hactpoiika mporpamMMHoOro obecneueHust ¢ cooOoe-
HUEM

TpeGoBaHuil 10 3amuTe HHPOpMALUU

Hacrtpolika cpeacTB aHTUBUPYCHOM 3alUThI ISl KOP-
PEeKTHOH pabOTHI MPOrPaMMHOrO OOeCIeYeHus Mo 3a-
TAaHHBIM [I1a0JI0OHAM

Hactpoiika BCTpOEHHBIX CpPEACTB 3aIlUThl WH(OpMa-
U

MPOrPaMMHOTO OOecTIeueHUs

[IpoBepka pabOTOCIIOCOOHOCTH CHCTEMBI 3aIUTHl WH-
(dopmanuy aBTOMaTU3UPOBAHHOM CUCTEMBI

KonTponb cooTBeTcTBUSI KOHGUTYpALIUA CUCTEMBI 3a-
IIATHI

uH(pOpMallMi aBTOMAaTU3UPOBAHHON CHCTEMBI €€ JKC-
TUTyaTallMOHHON JOKYMEHTAIH

maruii mpernoaasarens, opopmiieHHe MpaK-
TUYECKUX PabOT,0TYETOB K X 3alIUTE.
Pa3paboTka KOHIIETIIUK 3alIUThI aBTOMa-
TU3UPOBAHHOW (MHGOPMAIIMOHHOW) CH-
CTEMBI

AHanu3 0aHKa JaHHBIX yrpo3 0e30macHo-
CTH UH(POPMALIUU

Ananu3 xypHasia ayauta OC Ha paboueMm|
MecTe

[TocTpoeHne cBOAHON MaTpHULIbl YyTPO3 aB-
TOMATH3UPOBAHHOW  (MH(POPMAITMOHHON)
CUCTEMBbI

AHanu3 TonUTHK Oe30macHocTH WHGOPA
MAaIMOHHOI'0 00BEKTA

W3yuenune aHaIUTHYECKHX 0030pOB B 00-
JIACTH MOCTPOCHUSI CUCTEM 0€30MacHOCTH
AHAJIM3 MPOTPaAaMMHOT0 00ecriedeHus B 00-
llacTH OTNpezeNieHUus PUCKOB HH(pOpMAIH-
OHHOW 0€30MacHOCTH M NPOEKTUPOBAHUS
Oe3onmacHOCTUUH(OpMAITUH

Ou3nYecKoe KOAUPOBAHUE C HMCIIOJIH30Ba-
HUEM MaH4ecTepckoro koja Jlormueckoe
KOJAMPOBAHUE C HCIOJIB30BAHUEM CKPEM-
OonupoBanust [logkiodeHne KIMEHTa K
0OecrpoBOTHOM ceTH B HHPPACTPYKTYPHOM
pexume OrieHka OeCrpOBOJAHONW JIMHUA
CBSI3U

[TpoexTupoBaHust 6€CIPOBOAHON CETH
Cb6op wuwHpOpMAIMK O  KIUEHTCKUX
YCTpOMCTBAX

[InaHupoBaHue IPOU3BOAUTEILHOCTH U
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Pe3yabTarsl, 3asiBJICHHbIC
B IIpo¢ecCHOHATIBLHOM
cTaHgapTe

OopaszoBareasnsblie pesyabrarsl ®I'OC CIIO o IIM

KoHTponbs CcTaOUIBHOCTH XapaKTEPUCTHK CUCTEMBI
3aIUATEI

uH(pOpMaIIK aBTOMATU3HPOBAHHOW CHCTEMBI
Benenue TeXHMYECKON NOKYMEHTAIMH, CBSI3aHHOM C
DKCIUTyaTallMel CHCTeM 3aluThl WHPOPMAIUH aBTO-
MaTHU3UPOBAHHBIX CUCTEM

VYyactue B paboTax mo o0ecrneueHuo 3auThl HHHOp-
Malliy TP BBIBOJIC M3 JKCIUTyaTalldd aBTOMATH3UPO-
BaHHBIX CHUCTECM

Heo0xonumblie yMeHust YMmenue IIpakTuyeckue 3axaHus
[IpoBOAUTH MPOBEPKY KOM- [TpoBepka G yHKIIMOHUPOBAHUS BCTPOCHHBIX CPE/ICTB
mwiektHoctu CCCD, cpeacTB | MpPOU3BOAUTH ycTa- | 3amuTsl HH(pOpMaIuy MporpaMMHOTO 00ecreueHust
u cucreM 3amuThl CCCO ot | HOBKY, ananrtanuio U | CBoeBpeMeHHOE OOHAPYKEHHE MPU3HAKOB HATUYHS

HCI;

[TpoBomUTH MOHTAX (15
MPOrPaMMHBIX CPEJICTB -
yctanoBky) CCCD, cpencts
u cucreM 3amutbl CCCO ot
HC;

IIpoBOAUTH IEPBUYHYIO
HACTPOWKY U MIPOBEPKY
¢ynkunonuposanus CCCO,
CPEICTB M CUCTEM 3alUThI
CCCD ot HCIA

COIIPOBOKJCHUE THUIIO-
BOTO

nporpaMMHOro  obec-
HIeYCHNUS1, BXOIAIIETO B
COCTaB CHUCTEM 3alllu-
THI

uHpOpMaLUK aBTOMa-
TU3UPOBAHHOM CHUCTE-
MBI

BPEIOHOCHOTO MPOTrPaMMHOI0 00eCTICYeHHUS
OO0cmyXuBaHKE CPEICTB 3aMUTH HHGOPMAITUH B
KOMITBIOTEPHBIX CUCTEMAX U CEeTAX

OO0cmyXuBaHUE CHCTEM 3alTUThI HHPOPMAIIUH B aB-
TOMATH3UPOBAHHBIX CUCTEMAaX

VYyactue B mpoBeeHUH periiaMeHTHBIX padoT Mo JKC-
TUTyaTaIlM¥ CUCTEM 3alIUThl HHPOPMAITUN aBTOMATH-
3UPOBAHHBIX CUCTEM

Hacrtpoiika u ycTpaHeHHE HEUCIIPAaBHOCTH IIPOrPAMM-
HO-allllapaTHbIX CPEACTB 3allUThl HHGOpPMALUU B
KOMIBIOTEPHBIX CETSAX M0 3aJaHHBIM IIPABHIIAM

Heo0xoauMble 3HAHUSA

3HaHue

Tembl

50

30HBI  JIEHCTBUS OECIPOBOTHON  CETH|
[IpenmpoekTHoe  0OcCleOBaHUE  MECTa
ycTaHOBKHM OecrpoBoaHoii cetu OOecre-
YeHHe 0TKa30yCTOMYMBOCTH B OECIIPOBO/I-
HBIX CETSIX

Pexumbl paboThl U OpraHu3alus MUTaHUS
Touek jgoctymna CermeHTanusi OECIIPOBO/I-
HOH ceTn

Hacrpoiika QoS

[ToctripoekTHOE OOCIEIOBAaHUE M TECTH-
poBanue cetuCoznanue ACL-crncka
Hab6mronenue 3a tpadukom B cetn VLAN
Omnpenenenue ysi3BUMBIX MECT CETH
Peanuzanus ¢yHkumii obecneyeHus: 6e3-
OIMACHOCTH TopTa KommyTtaTtopa Hcciemno-
BaHME Tpaduka

Coznanue CTPYKTYpHl CETH OpTraHU3aINH
OnpeziesieHre TEXHUYECKUX TpeOOBaHUH
MOHHUTOPHHT TPOU3BOAUTEIHLHOCTH CETH|
Co3gaHue auarpaMMbl JIOTUYECKOW CETH|
[ToaroroBka Kk o0OCIETOBaHUIO OOBEKTA
OO0cnenoBanne 30HBI OECITPOBOIHOM CBSI3H|
DopMynupoBKa OOMIMX IeNel MpOoeKTa
Pa3zpaboTka TpeboBaHmMii K CETH

AHanu3 CylecTBYIOLIEN CETH
OnpeneneHue XapakTEpPUCTUK CETEBBIX
MPIIOKEHUH AHAIHN3 CEeTeBOTO Tpaduka
Omnpenenenne MNPUOPUTETHOCTH Tpaduka
N3ydyenne kauecTBa OOCIYKUBAHUS CETH|
HccnenoBanue BIUsgHUS BUeoTpadrKa HA
CeTh




Pe3yabTarsl, 3asiBJICHHbIC
B IIpo¢ecCHOHATIBLHOM
cTaHgapTe

OopaszoBareasnsblie pesyabrarsl ®I'OC CIIO o IIM

Omnpenenenue MOTOKOB Tpaduka, MoCTpo-
eHHue Juarpamm notokoB Tpadukallpume-
HEHUE MPOCKTHBIX OIPaHUYCHUN
OnpeneneHre MPOEKTHBIX CTPATETUM s
JOCTIDKEHUS MaciiTabupyemoctu Onpene-
JIeHHE CTpaTeruii MOBBIIEHUS AOCTYITHO-
CTH
Onpenenenne TpeboBaHWI K obecreue-
HUIO 0€30MaCHOCTH
Pazpabotka ACL-criuckoB sl peanun3a-
I HAOOPOB TPABHII MEKCETEBOTO IKpPa-
Ha Hcnonei3oBanne CIDR st oOecreue-
HUSl 00BEIMHEHUS MapPIIPYTOB
Onpenenenne CXEMEI [P-anpecanuy]
Onpenenenne konuuectBa I[P-cereit Co-
3/1aHue TAaOIUIBI 17IS1 BBIIEJICHUS aJIpecOB
CocraBiieHue CXEMBbI CETU

AHanu3 I1aHa TECTUPOBAHUS U BBITIOJIHE-
Hue tecta Co3MaHue TUIaHA TECTUPOBAHUS
JUIsL CeTH KOoMIuiekca 3aaHuid [IpoexkTrpo-
BaHHE BUPTYAIbHBIX YACTHBIX CeTel
be3omnacHas mepegada AaHHBIX B Oecrpo-
BOJIHBIX CETSAX

Cucrematuueckasi mpopaboTKa KOHCIIEK-
TOB 3aHATUH, Y4eOHOH M ClenualbHOU
TEXHUUYECKOH JTUTEepaTypsl (10 BOIpocaM
K maparpadam, riaBaM y4eOHBIX IOCO-
Ouii, COCTaBIICHHBIM IIPETIO/IaBaTEIIEM )
[ToaroroBka K NPAaKTHYECKUM padoTaM C
MCIIOJIb30BAHUEM METOJUYECKUX PEKOMEH-

nanuii mpernoaasaTens, ohopMIICHUE TPaK-

o1



Pe3yabTarsl, 3asiBJICHHbIC
B IIpo¢ecCHOHATIBLHOM
cTaHgapTe

OopaszoBareasnsblie pesyabrarsl ®I'OC CIIO o IIM

THYCCKHX pa6OT,OT‘IeTOB K UX 3alIuTC.

Homenknarypa,  QyHKIHO-
HaJIbHOE Ha3HAYeHHE U OC-
HOBHBIC XapaKTePUCTUKU
CCCD;

Homenknarypa,  QyHKIHO-
HaJIbHOE Ha3HAYeHHE U OC-
HOBHBIC XapaKTePUCTUKU
CPEICTB U CHCTEM 3allHUThI
CCCD ot HC/I;
HopmatuBHbie TpeGoBaHUs K
COCTaBY M COJACPNKAHHIO IKC-
IUTyaTallMOHHON JTOKyMEHTa-
nun CCCD, a Takke CpeacTB
u cucteM 3anutel CCCO ot
HCI;

HopMmartuBHbie MIPaBOBBIC
aKThl B 00JACTU CBSI3M, HH-
dbopmaTu3zanuu U 3aIIUTHI
nHpopMaIu

3HaTh HOMEHKJIATYDY,
(GyHKIIMOHATEHOE

Ha3HAYeHHEe M OCHOB-
HbIE XapaKTEPUCTUKHU
CCCD, HopMmaTuBHbIE
TpeOOBaHUS K COCTaBY
U COAEPKAHHUIO DJKC-
MJIyaTallMOHHOW  J10-
kymeHrauuu CCCO

HopMmatuBHo-nipaBoBas 6asza ans onpexnencHust mep [[loBTopeHHe ompeneneHuss Mep 3alluThl

3amuThl MHGOPMAllMM B aBTOMAaTHU3UPOBAHHBIX MH- [MH(OpMauu

(hOpMaIMOHHBIX CHCTEMaX U TPEOOBAHUI K HHM.
[Tonsitue aBTOMaTH3upoBaHHON (MH(MOpMaroHHOW) [[ITaHUpOBaHME MPOU3BOIUTEITLHOCTH U
cuctrembl OtnuuurtenbHble 4epThl AUC Hanboliee ya- [30HBI JEHCTBHUS O€CIIPOBOAHOMN CETH
CTO MCIOJIB3yeMbIX Kiaccudukammii: mo macmrady, B [[Ipen nmpoekTHOe 00CIe10BaHNE MeCTa
3aBUCHMOCTH OT XapakTepa HHPOPMAIIMOHHBIX pecyp- [yCTAaHOBKH O0E€CIIPOBOJAHOMN CETH
COB, TI0O TEXHOJIOTUU OOPaOOTKM AaHHBIX, MO croco0y |ObecneueHrne 0TKa30yCTOWYNBOCTH B Oec-
JOCTyNa, B 3aBUCUMOCTH OT OPTaHM3AIMH CUCTEMBI, [POBOJHBIX CETIX
10 XapaKTepy UCIMOJIb30BaHUs HHPOPMAIIHH, TT0 chepe
npumMeHenusd. [Ipumepsr obnacreit npumenenust AVC.
[Tpoueccol B
AMUC: BBOO, 006paboTKa, BEIBOA, OOpaTHas CBsi3b. Tpe-
6oBanus k AUC: rubkocTh, HaAEKHOCTh, FHPEKTHUB-
HOCTB, 0€30I1aCHOCTb.

C=RU, OU=[upekTop,
O="I'eMNnoy ""rKr.
Cbi3panun""", CN=lNaBen
CanyruH,
E=gk_szr@samara.edu.ru
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